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Abstract—Thermal runaway is one of the most prevalent 

problems that is related to batteries. The problem of unwanted 

thermal runaway and the unexpected decrement temperatures 

that happens both directly or indirectly by internal and external 

influences poses a risk to the efficiency and the lifespan of 

batteries. The medium for using batteries differs from place to 

place, each medium has its different temperature conditions. So 

the problem’s solution that is being discussed in this paper is 

being shortly showed as enhancing battery endurance via 

balancing the voltage ratios in each cell, tracking and 

monitoring battery temperatures while taking into account the 

variation of mediums that the battery will be used in. The 

temperature degrees are being elevated and reduced by 

employing an Arduino microcontroller that works passively 

with the fluid pump so it can indirectly manage the temperature 

of batteries. This management of temperature degrees improves 

the efficiency of batteries and prevents their structure from 

being damaged. 

Keywords—battery, battery thermal management, battery 

cooling system, electric vehicles, thermal runaway 

I. INTRODUCTION 

Recently, there has been a change in the global energy 
system, as it gradually began to abandon energy sources that 
may cause problems to the ecosystem. Therefore, a greater 
trend has been made to use sustainable electric energy [1]. 
Batteries are an essential part of this sustainable energy 
system. Batteries are used in both small and large industries 
and we see remarkable progress in this field, especially in the 
electric vehicles sector, and from here comes our main topic 
(batteries). One of the most prominent problems with batteries 
is thermal runaway [2]. The abnormal temperature change 
may cause damage to some components of the battery and 
leading the insulating materials that are replaced between 
cathode and anode to lose their properties causing a rupture or 
leakage even in worse cases causing an explosion. Batteries 
are energy storage components that convert chemical energy 
into electrical energy.  

Most large projects do not operate with a single battery, 
but rather depend on more than one battery, especially if we 
look at the field of electric vehicles, we see that electric 
vehicles battery system is composed of multiple cells which 
are designed in series and parallel combinations that form a 
battery pack to produce a desired rate of energy. At the point 
when the battery is associated with a load for supplying the 
demand of energy the battery gradually gets empty then comes 
the need of recharging the battery, so we need a recharge 
process.  

The process of discharging and recharging generates heat, 
this temperature changing happens by utilizing what we call 
joule heating. The abnormal increment in temperature may 

cause physical damage to the battery structure or even in 
worse cases leading to battery explosion [3]. And it may lead 
to the release of high amounts of toxic and flammable gas [4]. 
Preventing such problems is our priority in this research. So 
our aim in this study is to ensure that we get accurate voltage 
and current values by maintaining a constant temperature.  

There are several cooling techniques utilized in the battery 
system to maintain batteries temperature under control and to 
prevent the overheating of the battery [5]. In contrast to other 
cooling methods, the system we used in our study was chosen 
to be simple, efficient, reliable, and cheap in comparison with 
other cooling techniques.  

We managed to automate a system that can regulate itself 
according to the temperature degree of the battery that it 
receives so whenever the level of temperature exceeds the 
usual levels that we defined before, the cooling system works 
on restoring the temperature to the optimum degrees to ensure 
that the system works at peak performance. We managed to 
simulate the system’s temperature using Matlab while 
charging and discharging and also we made an observation on 
how the battery temperature changes while it is used with a 
cooling system and also without using a cooling system. 

 Air cooling systems are well known in the industrial field 
for its simplicity, low cost, and reliability, but it is not 
appropriate for being operated with batteries that run at a high 
ambient temperature or with a high discharging rate so in these 
cases air cooling systems are considered to be ineffective [6]. 
There are a lot of types of cooling techniques [7] which are 
used in battery thermal managing system, as it is depicted in 
Fig. 1. 

 

Fig. 1. Traditional battery thermal management cooling systems 
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II. BATTERY MANAGING SYSTEM 

A. Battery Thermal Runaway 

The chemical reaction that takes place inside the battery to 
produce energy is the result of electrons being transferred 
from the anode to the electrode, this electronic discharge is 
being occurred with the help of the electrolyte, which is a 
chemical medium that allows electrons to pass through it so 
that the chemical potential works on balancing the two ends 
of the battery. The constant flow of electrons between the two 
processes of charging and discharging generates heat as a 
result of Joule's law: P=R*I^2 [8].  

Some of the energy loss converts into heat and it happens 
by the current that flows through the internal resistance of the 
batteries. The temperature increment is limited by the amount 
of energy inside the battery. 

B. Cooling System Hardware 

Fig. 2 depicts the hardware design in which a 12V battery 
is used during this process to highlight the variance and 
disparity between the two battery packs behavior in a different 
graph while one of the batteries is being operated with a 
cooling system and the other one is not to make a comparison 
to inspect how efficient and effective the cooling system is. 

As shown in the above design, a thermal sensor of the 
LM35 type was used. The temperatures that this sensor can 
measure range from -55 to 150 Celsius. This type of sensor 
has a structure similar to that of an ordinary transistor, and the 
working principle of this sensor is by converting the 
temperatures measured in the surrounding physical medium 
into an analog voltage. The relationship between the voltages 
and the temperature is directly proportional, so the higher the 
temperature, the greater the amount of voltage. 

The cooling system used in this research is based on 
regulating the temperature by using fluids for cooling when 
needed. 

As a result, when the sensor detects elevated temperatures, 
a signal is transmitted to the fluid pumps connected with the 
Arduino input ports, causing the coolant fluids to be pumped.  

We have two major components in our system that need to 
be cooled down in case of abnormal increment in temperature 
degree and the two major components are the load and the 
battery, so we attached the fluid pump to each of them. So 
when the temperature of the battery reaches the set point, the 
cooling device inside the thermal system is activated, after 
activating it, the temperature of the battery will be reduced and 
it will allow the system to operate within its normal operating 
range. 

 

Fig. 2. Hardware Design 

III. METHODOLOGY 

The cooling system can produce higher thermal transfer at 
much lower mass flow levels. And as it is acknowledged that 
the fluid-cooled system is typically utilized where massive 
heat loads or large power densities must be dissipated because 
of its ability to transfer heat out of the battery while the air 
cooling technique needs a much high flow rate. Although air 
cooling has advantages such as  weight, low cost, and ease of 
maintenance, it is not suitable for batteries operating under 
abusive operating conditions like high discharging level or 
high ambient temperature due to air's poor heat transfer 
characteristics. The most common disadvantage in the liquid 
cooling system is that it can supply small amounts of liquid in 
comparison to the almost infinite volume of air that can 
circulate into a cell. The fluid Cooling tube is in charge of 
transferring heat from the battery with heavy heat degrees to 
the fluid used in the temperature control system. The 
reliability of these parts is critical to the efficiency of the fluid 
system. The battery cooling mechanism depends on supplying 
the motor pump with a 12V DC source and it is used to give 
the ability to the pump to transfer liquid over the transmitting 
tube from the battery to the circumstance of the battery. We 
also wired the data transmitters to the microcontroller and the 
LM35 temperature sensor to the dc power supply. The cooling 
mechanism is regulated using Arduino software. As a result, 
the battery can operate within standard operating conditions in 
this battery cooling system. We also attached various loads at 
different times to observe the battery as it was discharging. 
The cooling system is utilized to maintain the temperature 
under control. Two pumps are being employed in the battery 
cooling device to move liquid through one side towards the 
other, while the second pump is being employed to drain 
liquid into the tank. And we used to keep tracking the battery's 
proper functioning by using the battery managing systems 
monitor so the all the temperature degrees, voltage values, and 
current values, and power level inside each battery cell inside 
the battery pack. By using the fluid motor pump that is 
considered an essential part of the battery control units we 
were able to regulate the liquid flow rate based on the battery 
cell’s temperature value. The plate of metal which is 
connected to the top of the battery acts as a transmitter and as 
a rapid cooler for improving efficiency. 

In our study, we employed a light bulb as a load and we 
chose it to be at a high watt rate so it can drain a good amount 
of energy out of the battery to observe how good is the fluid 
cooling system while it’s working on cooling down the 
battery’s temperature. The operating temperature of Li-ion 
battery should be kept between 20°C and 40°C. Operating at 
higher temperatures deteriorates the performance, lifespan 
and safety of Li-ion batteries and may endure thermal runaway 
under extreme conditions [9]. 

The time that light bulb we have chosen before being fully 
empty in:  

Time = (7.5 AH/ The flow of current inside bulb /0.85) 
^1.2) 

And we divided the current over 0.85 because the duration 
of transforming direct current to alternative current power is 
approximately 85% efficient, so the amps ofthe light bulb 
should be divided by 0.85 to achieve the proper amp value 
from the battery. 

Now with this formula, we can do the calculation of the 
discharging time of the load in connection with the battery. 
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There is no need to discharge the battery out. After 
discharging 50% of the charge, the battery will be reset to 
charge with the charging circuit. There are several techniques 
for calculating a battery's state of charge (SOC). 

A. Coloumb counting technique 

The coulomb counting technique, also known as ampere-
hour testing and current integration, is the most commonly 
used method for determining SOC [10]. This system 
determines SOC values based on battery current readings that 
are numerically synchronized over the consumption time 
period and we can calculate its values by  

SOC(t) = SOC(t − 1) + ∫
1

Cbat
𝑑t

t

0
                 () 

A working battery's releasable limit (Crelease) is the 
discharged limit until it is fully released. Similarly, the SOC 
is described as the level of the releasable limit in comparison 
to the battery rated value (Cr) provided by the manufacturer 
[10]. 

𝑆𝑂𝐶 = (𝐶𝑟𝑒𝑙𝑒𝑎𝑠𝑒/𝐶𝑟) ∗ 100%                 () 

The maximum releasable limit (Cmax) of a fully charged 
battery is not always the same as the appraised limit. In 
general, Cmax differs from Cr to some degree for a newly 
used battery and decreases with use time. This calculation can 
be used to calculate a battery's SOH. 

𝑆𝑂𝐻 = (𝐶𝑚𝑎𝑥/𝐶𝑟) ∗ 100%                    (3) 

Where Crelease is the maximum amount of current that 
can be produced. The differentiation of the D (t) in a working 
cycle is achieved by utilizing a deliberate charging-
discharging current (Ib) where D (t) can be determined by  

Δ𝐷 =
∫ 𝐼𝑏(𝑡).𝐷(𝑡)

𝑡+1
𝑡

𝐶𝑟
100%                     (4)  

Where Ib denotes battery current, which is negative when 
discharging and positive when charging and for calculating D 
in means of time we should use the following equation  

𝐷(𝑡) = 𝐷(𝑡0) + Δ𝐷                          (5) 

The working proficiency denoted as (n) is taken into 
account to increase measurement accuracy so D becomes, 

𝐷(𝑡) = 𝐷(𝑡0) + ηΔ𝐷                         (6) 

While (n) is equal to (nd) during releasing stage and is 
equal to (nc) during the charging stage the SOC can be 
communicated as  

𝑆𝑂𝐶(𝑡) = 𝑆𝑂𝐻(𝑡) − 𝐷(𝑡)                          (7) 

As we noticing from fig [3, 4] when the battery runs at a 
higher temperature, the battery performs optimally. However, 
this comes at an expense, since the battery's performance and 
lifetime are reduced.  

The requisite amount of current would not be produced if 
the device was run at a low temperature [11]. As a result, to 
avoid adverse temperature effects, a battery thermal 
management system (BTMS) is required to maintain the 
proper temperature range and minimize the temperature 
gradient of these batteries [12]. And we also notice that the 
area where the battery's life and power intersect is where the 
battery performs most effectively. 

IV. RESULTS 

As we explained before, the performance of the battery in 
the case of charging and discharging can be highly affected by 
the temperature. So we aimed to gain the optimum 
performance of the battery by using an efficient and low-cost 
technique that can do the voltage balancing between battery 
cells and the observation and controlling of the battery pack. 

The simulation that we did on MATLAB / SIMULINK is 
depicted in Fig.6. In this simulation, we managed to employ a 
motor to work as a load, and the water flows via pipes from a 
powered pump, increasing the flow rate as the battery 
temperature rises. 

From the Fig.7 we can inspect three parameters that are 
related and complementary to each other so they can do the 
operation of controlling the battery pack’s temperature. 
Whenever we see incensement in the pump power values we 
can declare that the system is in needs to be cooled down so 
the battery can operate optimally.  

Fig.8 shows the cooling device model used in our study. 
We used water as a cooling liquid for its ability to transfer heat 
through it. And we also used a pump to do the water 
transferring from the tank through the tubes to the battery 
pack. Additional modifications are to be considered to further 
decrease the temperature in order to increase the lifetime of 
batteries and decrease the disparity between different batteries 
in the pack [13]. 

In this study, a comparison to inspect what are the 
differences between battery that operates with cooling system 
and with one which operates separately, we also estimated the 
battery heat degree dependency. In the above figure, the 
orange line the represents the battery that operates while using 
a cooling system is showing better results when time moves 
over and the opposite situation happens while not using the 
cooling system. In this study, we used two 9W DC bulbs with 
equal ratings.  

As the battery temperature exceeds thirty degrees Celsius,    
the cooling mechanism steps cool the battery pack down to the 
optimum degrees. 

 

Fig. 3. Output characteristics of a battery 
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Fig. 4. Discharging the voltage of a Li-ion cell and temperature changing 

 

Fig. 5. The overall battery temperature varies in means of time at different 
ambient temperatures and the discharging rate of   (a) 1 C, (b) 0.7 C, and (c) 

0.4 C. 

 

Fig. 6. The Matlab (Simulink) diagram of the Battery Management System 

 

Fig. 7. Simulation Results 

 

Fig. 8. The cooling device model 
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Fig. 9. Comparison between the battery characteristics while using the 

cooling system and while not using it 

V. CONCLUSION 

This study proposed a technique for modeling and 
improving the endurance of a battery by using a motor pump 
and cooling plates. We used the cooling plates as a heat 
reducer so the temperature of the battery pack can return to the 
optimum temperature degrees, thus the mechanism is used to 
release the unwanted heat generated by the battery.  And we 
also observed the battery thermal behavior and we put it in a 
comparative study the alternative model solution changed the 
cooling layer structure even further. The cooling plates are 
designed to reduce the excess heat produced by the battery 
system during vehicle operation or in the process of charging 
or discharging. The regulation of the battery's temperature 
could be quite effective and inexpensive. Therefore, a liquid-
cooled plate would circulate the liquid that is associated with 
the battery's outer structure in tubes. The cooling plates are 
circulated with the aid of the pump, which wants to limit heat 
transfer and preserve the temperature levels of the battery to 
the optimum thermal operation degrees. 
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Abstract— The most important factor in the power system is 

to provide stable and smooth electricity to the consumers in 

front of the big increase in the usage of the renewable energy, 

especially, wind power farms. This paper will study the effects 

of wind energy units on voltage stability in distribution 

networks. We will consider that the wind farms are connected 

to different locations of the unit to see how far the contribution 

of wind farms on the voltage stability is. 
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I. INTRODUCTION 

Nowadays, power systems are extremely huge, and 
contain hundreds of generators, transmission lines, 
transformers, and loads. All of those components are 
connected through thousand of  bus bars. The more increase 
of loads, the more electric power need to be generated. 

The voltage instability issue might be occurred in 
distribution or transmission systems or in both. For that, the 
problem of voltage instability in distribution units is 
considered very important [1, 2]. 

In some Distribution systems there might be small 
generators connected directly to these networks to generate 
low level voltage. Electrical engineers call these small 
generators the distribution generators. Usually, the wind 
turbines, thermal, and photovoltaic plants are called 
distribution generators[4,5]. 

When distribution generators are Connected to a 
distribution network, that could effect the system’s 
performance regarding to the location and rating of the 
generators, and there are tow sides of the affects[6], good 
affects  distribution generators  can drop the power losses, 
improve power quality, and voltage magnitude[7,8]. Bad side, 
distribution generators or some types of it might cause voltage 
stability problems due to their variable output, such as solar 
energy converters and wind farms[9,10]. Wind farms effects 
sudden changes in the injected power into the system, because 
the power output from its generators can change rapidly on 
time. If the generation were low, there would be a voltage drop 
at the end of the distribution feeder. While the high generation 
would cause over voltage. All of that  means voltage 
instability problems[11]. 

This paper aims to provide explanations of the impact of 
wind farms on distribution networks’ voltage stability. A 
radial distribution network were suggested, and wind farms 
were connected to different nodes at different buses. A voltage 
collapse proximity indicator M, based on network load ability 
is used to find out the affect of wind farms on voltage stability. 
Powerworld® simulator was used to study the case. 

II. VOLTAGE STABILITY INDEX 

In this paper the voltage stability index L was created 
using a simple power system as shown in Fig. 1. [12]. From 
Figure (1). P, and Q can be written as for single phase: 

Psource = (Ps
2 + Qs

2) ∙
R

Vs
2 + P load                 () 

Qsource = (Ps
2 + Qs

2) ∙
X

Vs
2 + P load                 () 

 Regarding to the above equations: 

Let assume that P.source and Q.source as variables, the 
above equations are quadratic in form and for Ps and Qs have 
real roots, given by: 

[(X ∙ 𝑃𝐿 − R ∙ 𝑄𝐿  )2  + X ∙ 𝑄𝐿 + R ∙ 𝑃𝐿  ] ∙ 4 < 1      () 

From equation number (3) : 

[(X ∙ 𝑃𝐿 − R ∙ 𝑄𝐿  )2  + X ∙ 𝑄𝐿 + R ∙ 𝑃𝐿  ] = L          () 

Where L can be defined as the voltage stability index. The 
closer the L to the unity 1.0 the closer the system to the voltage 
drop off point. The authors [13] in found that the single phase 
representation did not represent the actual system, and to solve 
this problem the L should be:  

[(X ∙ 𝑃𝐿 − R ∙ 𝑄𝐿  )2  + (X ∙ 𝑄𝐿 + R ∙ 𝑃𝐿  ) ∙ Vs
2] ∙

4

Vs
4 = L    () 

Where this equation can defined the L at any node. [14] 
The voltage stability index L also can be defined as the 
following ratio (7): 

L =
𝑍𝑆𝐸𝑄

𝑍𝐿𝐸𝑄
               () 

Z.SEQ: Equivalent impedance for the system. 

Z.LEQ: Equivalent load impedance for the load. 

If the stability index approaches 1 p.u, that means the 
system is closer to the voltage collapse point or the system will 
be unstable.  

mailto:wesamanis806@gmail.com
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Fig. 1. A single-line system 

 

Fig. 2. A 61-bus radial sidtribution network with connecting 4 wind farms 

 

Fig. 3. Voltage stability idex of 61-bus network without wind generation 

III. TESTING THE RADIAL BUS DISTRUBUTION SYSTEM 

A bus radial distribution network was simulated in 
Powerworld®, and it was used as the test system [15]. The 
(Fig. 2) shows bus radial distribution system with two thermal 
generators which supply power to the 18 load points through 
132/33/ kV substation. The voltage level at the loads is 11 kV 
and the total load is 118 MW. The total generation capacity is 
185 MW and the sending end voltage at Bus 100 and at Bus 
336 is set to be 1.0 p.u. The Wind stations were connected at 
different buses at different penetration levels of wind 
generation with different scenarios, and the capacity of each 
wind farm was 65 MW. 

IV. THE SIMULATION MODEL 

The simulation was done using Powerworld® utilizing 
with time-stop simulation option, where inputs can be varied 
at any time of the simulation window. Wind turbines were 
connected to the distribution system at different locations and 
at different MW outputs. The different wind generation are: 

S1: 1 wind farm connected at bus 1107. 

S2: 2 wind farms connected at bus 1107 and 1115. 

S3: 4 wind farms connected at bus 1101, 1107, 1113 and 

1115 respectively. 

All wind farms’ outputs were varied every 30 minutes to 
behave exactly like real wind farm under variable speed of 
wind, and the generation was varied between 15% and 30% of 
the total connected load. The voltage stability index L is 
calculated for each time step. 

V. SIMULATION RESULTS 

Simulation results were concluded  through two steps : 

A. No windmills were connected 

The presented results in Fig.3. were for a 24-hour period. 
The voltage stability index L of the network was calculated 
for every 30 minutes of the simulation by the  equation (7). 
Figure 3 shows a plot of the load (MW) and the voltage 
stability index L when no wind generation was connected to 
the network. The maximum value (0.109) of  L was recorded 
at peak load. 

 

Fig. 4. Effects of wind generation on voltage stability index at a 15% 

penetration level of wind generation 
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Fig. 5. Effects of wind generation on voltage stability index at a 20% 

penetration level 

B. The windmills were connected in two different 

penetration levels at (15% and 20%) 

The first wind generation was connected to bus 1107 (Sl) 
at penetration level (15%). Also wind generation was 
connected to bus 1115 1107 (S2) at the same penetration level. 
In the third scenario, wind generations were connected to 
buses 1101, 1107, 1113 and 1115 respectively (S3) with 
penetration levels at  15%. The corresponding voltage stability 
index L was recorded for S1, S2, and S3.  The computed 
values of L for the scenarios S1, S2, and S3 are shown in Fig.4. 
for a 15% penetration level. The aim of connecting windmills 
at different “ points and penetration levels ” was to find out 
the effect on the voltage stability of the system.  The value L 
dropped down with connecting the wind farm from (0.1) for 
no wind generation to (0.046) for case S3, (0.051) for S2 and 
(0.063) for Sl as shown in Fig. 4.  Fig. 5.  shows the index L 
for penetration level of 20%, and the plots for the voltage 
stability index L at a 20% wind penetration level was shown. 
It can be noticed  that the voltage stability value was more 
stable for higher wind penetration levels.  At 20% penetration 
level the index L went down to (0.043) for case S3, (0.049) for 
S2 and (0.061) for Sl as shown in Fig.4.   

The results showed that for both penetration levels of wind 
generation the highest value of the index L was not related to 
the penetration level directly of wind generation; although, the 
voltage stability might be improved by connecting windmills 
by comparing L in Figure.4. to corresponding values for the 
20%  penetration level.  

VI. CONCLUSIION 

The index, of the voltage stability (L), for both penetration 
levels were analyzed, and the results did show an 

improvement in the voltage stability of the radial distribution 
system for higher penetration levels of wind generation. 
Although, the improvement did not show a direct relation to 
either the penetration level or the location of the wind 
generation. As the distribution network is expanding, this 
method that been showed could be used to ensure compliance 
with voltage stability limits in the network. 
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Abstract— As a result of developments in communication 

systems in recent decades, the need for smaller, more 

lightweight, and higher-performance antennas has increased. 

One of the leading antenna types that can meet these needs is 

microstrip antennas. They provide many advantages such as 

their small size, easy to manufacture, and low cost. In addition 

to these advantages, they also have weaknesses such as low 

bandwidth. In this study, a rectangular microstrip patch 

antenna operating at 2.4 GHz resonance frequency is 

constructed. The antenna is designed on FR-4 substrate with a 

thickness of 1.6 mm and dielectric constant εr=4.4. It has three 

slots. Two on the patch and one on the ground plane. Desired 

patch antenna design is simulated by CST. The return loss of the 

designed antenna is –43 dB, and its bandwidth is 70 MHz.   

Keywords—2.4 GHz, microstrip patch antenna, bandwidth, 

CST Microwave Studio, return loss 

I. INTRODUCTION  

Antenna is a key device element in transmitting and 
receiving signals. Due to their appealing qualities such as light 
weight, easy fabrication, cheap cost, and compatibility with 
planar monolithic microwave integrated circuit (MMIC) 
components, microstrip patch antennas are preferred in 
wireless communication systems [1].  

The most common band type used for microstrip patch 
antennas in home, office, and industrial applications is ISM 
(Industrial, Scientific, and Medical) band with 2400-2485 
MHz. IEEE (Institute of Electrical and Electronics Engineers) 
the wireless network developed by WLAN (Wireless Local 
Area Network) the general name of the standard is IEEE 
802.11 and the ISM wireless LAN operating in the 2.4 GHz 
band the standard is defined as IEEE 802.11b and IEEE 
802.11g. Although there are the same differences between 
them, basically the 802.11 family uses the same protocols. In 
the literature, microstrip patch many studies have been carried 
out to increase the bandwidth and gain of antennas [2,4]. The 
essential microstrip receiving wire component involves a 
metal fix upheld over a bigger ground plane. The fix is 
normally printed on a microwave substrate material with 
relative permittivity in the range 2 to 10. Yet an assortment of 
materials might be utilized, contingent upon the application. 
Air or low-thickness froths normally offer the lowest loss and 
most elevated radiation productivity, but higher permittivity 
substrates result in smaller components with more extensive 
radiation designs [5]. The conducting patch is the key 
component of the microstrip antenna (MSA) that impacts an-
tenna performance by modifying return loss, surface current 
distribution, band-width, impedance matching, harmonic 
suppression property  and radiation pattern [6,7]. Essentially, 
the traditional structure of MSAs come about a metal radiating 
patch aspect that is on top of a grounded dielectric substrate of 
precise thickness [8]. 

II. DESIGN OF ANTENNA 

In order to calculate the patch sizes of the antenna 
operating at the targeted frequency, several parameters must 
be determined beforehand. These are the antenna's resonance 
frequency ”fo”, the substrate thickness “h”, and the dielectric 
constant of the substrate material “εr” . In this study, FR-4 
with relative dielectric constant εr=4.4, height h=1.6 mm are 
chosen as suitable substrate materials, and ground thickness is 
chosen as t=35 µm. In this study, it is aimed to reduce the 
return loss by keeping h, εr, fo as constant and by optimizing 
other parameters. With the specified parameters, the patch 
width (Wp) is calculated using equation (1) as follows, 

Wp =
c

2f0
√

2

𝜀r+1
                () 

Where: 

c = free-space velocity of light. 

fo = resonance frequency. 

εr = dielectric constant. 

Since microstrip antennas do not have a homogeneous 
structure, it causes a change in the electrical transmittance 
value. 𝜀reff is calculated by equations (2) and (3). 

Wp

ℎ
> 1                () 

ε𝑟𝑒𝑓𝑓 =
𝜀𝑟+1

2
+

𝜀𝑟−1

2
[1 + 12

ℎ

𝑊𝑝
]

− 
1

2
              () 

 

Fig. 1. Microstrip patch antenna 

Leff is the effective length of the patch and ΔL represents 
the length augmentation calculated by equations (4) and (5). 

L𝑒𝑓𝑓 =
1

2𝑓𝑟√𝜀𝑟𝑒𝑓𝑓√𝜇0𝜀0
                  () 
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∆𝐿 =
0.412ℎ(𝜀𝑟𝑒𝑓𝑓+0.3)(

𝑊𝑝

ℎ
+0.264)

(𝜀𝑟𝑒𝑓𝑓−0.258)(
𝑊𝑝

ℎ
+0.8)

        () 

The reel length Lp of the patch is then calculated by the 
following equation (6). 

L𝑝 = L𝑒𝑓𝑓 − 2∆𝐿 =
1

2𝑓𝑟√𝜀𝑟𝑒𝑓𝑓√𝜇0𝜀0
− 2∆𝐿   () 

As a result, Wp=38 mm, Lp=29.5 mm are found. The 
width of the ground plane is determined as Wg=76 mm and 
the length as Lg=59 mm. Microstrip feeding method is used 
as the feeding method and the length of the transmission line 
is optimized as 14.75 mm and the thickness as 3.147 mm. The 
width of the transmission line is determined by changing it 
according to the impedance match. Two symmetrical slots are 
made on the patch surface of the antenna. By changing the slot 
dimensions, the antenna is provided to operate at the desired 
resonance frequency and the return loss is reduced. 

Another slot was opened on the ground plane. By changing 
the size of the slot opened on the ground plane, optimum value 
for the antenna performance was    found. The length of the 
opened 17.93mm. The simulations of the designed antenna are 
carried out on the CST Studio Suite. 

III. RESULTS AND DISCUSSION 

In the simulation of the designed microstrip antenna, 
optimized results were obtained by changing the slot 
dimensions and the thickness of the microstrip feeding line 
and by keeping other parameters constant. Results such as 
Return Loss, Gain, VSWR, Radiation Pattern were studied 
between 2 GHz and 2.8 GHz. Analysis results are shown with 
figures. The length of the slot was optimized by increasing 
from 1 mm to 59 mm by changing the length 1 mm in each 
step. The best performing result is obtained when the length 
of the slot is 17.93 mm. The return loss value is obtained  

-44.78 dB, although the bandwidth is not very wide at the 
resonance frequency. It has been observed that the bandwidth 
at -10 dB is 70 MHz. The proposed antenna resonant ranges 
are between 2.36 MHz and 2.43 MHz. The mentioned results 
are shown in Table 2 and S-parameters shown in Fig.3. 

It is shown in Fig.4 that the VSWR value of the designed 
antenna is 1.013 dB. 

Radiation pattern, the antenna radiated is a graph showing 
the angular change of the power (electromagnetic field 
strength) at a fixed distance, which is created in the specific 
far area of the antenna. As seen Fig.5, for phi=90 at 2.4 GHz, 
the main lobe amplitude 4.7 dB and 3dB angular bandwidth 
(HPBW) for 107.3° and theta = 90 amplitude of the main lobe 
0.778 dB and 3 dB angular bandwidth (HPBW) is 148.3°. The 
gain at resonance frequency 2.4 GHz is 4.702 dB. These 
values are powerful according to the literature. 

IV. CONCLUSIONS 

This paper made a review on improving the performance 
of the 2.4 GHz antenna. It has been observed that this antenna 

can be used in modern communication. The return loss has 
been measured to be quite efficient and its gain can be 
considered sufficient according to the literature. Furthermore, 
the bandwidth of the antenna is 2.91% of the resonant 
frequency.  

 

Fig. 2. Patch 

 

Fig. 3. Ground plane of antenna 

 

Fig. 4. S-Parameters 
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Fig. 5. VSWR simulation result 

 

(a) 

 

(b) 

Fig. 6. a) phi=90 radiation pattern b) theta=90 radiation pattern 

 

Fig. 7. Directivity at 2.4GHz E-plane and H-plane 

 

Fig. 8. Farfield of antenna 

 

Fig. 9. Surface current at 2.4 GHz 

TABLE I. ANTENNA PARAMETERS 

 

TABLE II. RETURN LOSS AND BANDWIDTH 

Resonant  

frequency 

   (GHz) 

Return Loss  

(dB) 

Bandwidth 

   (MHz) 

2.4 -44.78 70 

 

TABLE III. DIRECTIVITY 

Resonant Frequency  

(GHz) 

Directivity in 

E-plane 

(dB) 

Directivity in H-

plane 

(dB) 

2.4 4.702 4.702 
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Abstract— During the past years, the patch antenna had 

been studied and used extensively worldwide and with various 

types of wireless communication devices. The design of the patch 

antenna consists of three layers placed on each other. The first 

layer is called the patch which it made of metallic material. The 

second layer is the substrate which it made of dielectric material. 

The last layer is ground plane, it made of metallic material also. 

This type of antenna has some merits like ease of integration 

with electronic circuit components. Lately, the world of 

communications has witnessed a great development in terms of 

the inclusion of some devices, such as tablets, smart watches and 

mobile phones, on multiple technologies in addition to the basic 

function of these devices. Therefore, the urgent need to reduce 

the components of these devices is located. Some of the main 

techniques that have been recently studied by researchers for 

the size reduction of antenna are discussed in this paper. The 

most important of these techniques include making defects and 

slots in the ground plane, shorting and folding, material loading, 

and reshaping the antenna. Also, each technology was discussed 

separately, and the main defects of each technology and its 

advantages were presented, and the impact of each technology 

on the performance of the antenna was also highlighted. 

Keywords— patch antenna, miniaturization, bandwidth, 

dimensions, microwave frequencies 

I. INTRODUCTION 

Wireless communication devices such as cellular mobile 
phones, Radio Frequency Identification (RFID) systems, 
tablets, GPS devices, laptops, satellite phones, receivers, AM 
and FM radios are used on a daily basis and some of these 
devices are used by everyone. These devices are found 
everywhere at the present time and their usage is continuously 
increasing. The antenna, being a fundamental piece of 
wireless communication systems, performs a crucial function 
in expressing the overall performance of those systems. For 
this reason, an antenna for any wireless communication 
system must be carefully constructed  so one can assure 
accurate system-stage performance. 

Among diverse varieties of antennas, printed antennas 
have acquired widespread interest throughout the past few 
years due to their ease of integration with related electronics, 
and their low-profile nature, which make them to be very 
appropriate to be used in built-in wireless communication 
system components. This type of antenna is usually 
manufactured using printed circuit technologies. Printed 
antennas have been first offered throughout the 1950s. 
However, they did not gain a lot interest till the early 1980s. 
Since then, printed antenna theories have been developed by 
meticulously analyzing many printed circuit designs in order 
to better understand of their characteristics and performance. 
Microstrip patch antennas, printed monopoles, and dipoles are 
among the most common printed antennas.  

Many standards of wireless communication technologies, 
such as Wi-Fi, LTE, 5th generation and other technologies, are 
determined according to microwave frequencies, in other 
words, within the range of 700 MHz to 36 GHz. Therefore, 
the traditional antenna length at the minimum frequency band 
is large, approximately 210 mm at 700 MHz, which is 
considered very large compared to the specifications of 
communication devices such as tablets, mobile phones and 
other devices. Therefore, the dimensions of antenna must be 
made smaller to fit the dimensions of wireless devices. 
Furthermore, most wireless devices need the usage of multiple 
antennas, especially for multiple inputs and multiple output 
technology. Thus, multiple antennas must be sized to fit in a 
specific space. Although the size of the antenna must be small, 
these antennas should maintain some of their characteristics 
such as the desired radiation and the desired frequency.  

A lot of studies that published about the topic of 
miniaturization of antenna came to the conclusion that; When 
the antenna size is reduced, its bandwidth and gain change 
[1,2]. These studies are helpful in determining performance 
measures for miniaturized antennas. Lately, a lot of new 
miniaturized designs of antenna have appeared, such as the 
miniaturized designs of microstrip patch antenna and printed 
monopole antenna. [3–5]. 

II. MICROSTRIP PATCH ANTENNA 

The microstrip patch antenna is a type of printed antennas. 
The antenna usually consists of three layers placed on top of 
each other, where the first layer consists of a conductive 
material called the patch, the second layer consists of an 
insulating material called the substrate, and the last layer 
consists of a conductive material also called the ground plane 
[6]. The antenna has different shapes, rectangular, circle, 
pentagonal, hexagonal, F-shape, etc. The use of this type of 
antenna has spread in many applications, including tablets and 
mobile phones, because it is easy to design, as a result of the 
study of this type of antenna by many researchers, the ease of 
its manufacture and integration with other electronic devices 
as a result of its planer geometry, an effective cheap choice for 
wireless applications, and low profile. The cavity model is 
typically used to analyze the patch antenna [7].  

 

Fig. 1. Microstrip Patch Antenna 
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Microstrip patch antenna is considered as a cavity loaded 
with insulation with side walls of non-perfect electric 
conductor (PEC). Therefore, the radiation takes place from 
this cavity because of leakage from these side walls. The fields 
within cavities must be solved first, In order to determine the 
operation frequency and radiation characteristics of the patch 
antenna. The bottom and the top sides of the cavity are 
considered as PECs, while the sides are supposed to be perfect 
magnetic conductors (PMCs). By placing the suitable 
boundary terms on the walls of the cavity, the field distribution 
in the cavity could be found. Then, the result can be used to 
determine the radiation field of the antenna for various modes, 
and also to find the resonant frequency. From the same model, 
the quality factor and the input impedance can be found. 

III. MINIATURIZATION TECHNIQUES 

Antenna miniaturization techniques, including patch 
antennas, have been of interest to researchers for a long period 
of time. The first attempts to reduce the volume of the antenna 
were successful, and they came to the conclusion that when 
the antenna is reduced, it leads to reduce the gain and lower 
the bandwidth [1, 2, 8]. Basically, there are two methods to 
reduce the volume of the patch antenna. The first way is by 
changing the properties of the material of the substrate in order 
to reduce the effective wavelength in the region of the 
substrate. The second way is by changing the geometry of the 
microstrip patch antenna in order to increase the electrical 
size. 

A. Material Loading 

One of the easiest ways to make the antenna smaller is to 
increase the relative permittivity of the substrate. The square 
root of relative permittivity is inversely proportional to 
dimensions of the patch. The result of this method is 
decreasing the efficiency, lowering bandwidth, and increasing 
the excitation of surface wave. Changing the radiation 
properties and poor polarization purity are caused by the 
truncation of the ground plane. Different researches examine 
several kinds of material to get the suitable miniaturized 
antenna to the specifications of the wireless devices.  

Microstrip patch antenna with high-relative permittivity of 
(10, 13) and a thick substrate was examined in [9]. It was 
found in this study that the values of radiation characteristics 
and the input impedance are not similar to the values of 
common patch antennas. By using a thin substrate, the input 
impedance is less than the antenna with the thick substrate. In 
[10], low-permittivity substrate is used that filled partially 
with high-permittivity. By using this approach, 50% of the 
antenna size was miniaturized with gain 6 dB and bandwidth 
of 10%.  

Many researches have been done on the usage of ceramic 
substrates in patch antenna miniaturization. In [14], a 1/8 
miniaturization was obtained using a ceramic substrate with ɛr 
= 100 as compared to the conventional antenna that used a 
FR4 substrate. A substrate thickness equal to (0.031λo) was 
used to eliminate the problem of narrow bandwidth. The 
performances of the antenna were a gain of 2.8 dBi and 
bandwidth of 7.2%. Lots of researches have also appeared in 
previous years that use different and modified materials as 
substrates in order to reduce the size of the antenna. As 
explained previously, the usage of different and modified 
substrates can provide a great size reduction with the cost of 
small bandwidth. 

B. Shorting and Folding 

The other size reduction technique is shorting posts and 
folding the antenna, and that lead to make the antenna 
electrically smaller [6]. The distribution of E-field has 
sinusoidal over the patch, where the E-field is at maximum 
amount at the edge and zero value at the middle. So, the 
antenna aperture could be reduced by putting the electrical 
wall at the center of the antenna. The resonant frequency and 
the Q-factor of this approach will be the same as the 
conventional antenna. However, this approach will reduce the 
directivity [6]. In [11], the antenna reduced to 1/8 of its size 
by folding it. The efficiency of the antenna was 90% and the 
bandwidth 4% was found as results of this approach. In [15], 
several parameters have analyzed. Multiple, double, single 
shorting posts were used. The size of the resultant patch 
antenna was 1/3 of the original patch antenna as a result of 
using the shorting posts.  

However, this method of minimization comes with some 
disadvantages as it reduces the directivity and gain of the 
antenna. Furthermore, this method of miniaturization 
complicates the antenna design. But when this method is used 
correctly, the resulting antenna is very small with a little effect 
on its performance 

C. Reshaping and Introducing Slots 

The antenna can be made smaller by adding slots to the 
patch or changing its shape. By reshaping the patch, a large 
electrical length can be obtained fits the limited space. By 
making slots in the patch, a good efficiency can be obtained, 
but the bandwidth will reduce [5]. In order to overcome this 
problem, layers of conductors are used, and also this approach 
increases the gain and the bandwidth [12]. Where, the number 
of layer is directly proportion to the gain and the bandwidth. 
The usage of five layers improved the efficiency by 30%.  

Many researches have shown that by making slots in the 
patch of the antenna, the antenna will be reduced in size. In 
[16], the size of the antenna was reduced by 40–75% by 
making slots in the patch of the antenna. By making identical 
slots in the patch of the antenna, the effect of this method by 
making the polarization poor will be reduced to its minimum. 
In general, this method does not have a design methodology. 
Although, it widely used by a lot of researchers and in many 
designs.  

D. Modifications of the Ground Plane 

By using this technology, the antenna can be made smaller 
by adjusting the ground plane. In order to reduce the size of 
the antenna, the size of the ground plane is reduced. 
Sometimes the reduction in size of ground plane a little bigger 
than the patch in order to get more reduction in the size of the 
overall antenna. Various studies [13, 17, 18] were analyzed 
and it was found that the miniature antenna was affected to its 
input impedance, and also had poor polarization purity. This 
caused by the edge diffraction, where the front lobe was 
decreased by the increment of the back lobe. Making slots and 
defects in the ground plane is one of the ways to amend the 
ground plane. The current path will increase inside the patch 
layer with the help of these holes [19]. This leads to a decrease 
in the resonant frequency which leads to size reduction. In 
[19], one slot of 1 mm was made in the ground plane, where 
the reduction in operational frequency was 52%, leads to a 
reduction in size of 90%. 
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IV. CONCLUSION 

In this paper, an overview of the different kinds of size 
reduction techniques of patch antenna had presented. The 
theoretical side of the patch antenna was discussed. The main 
limits on some metrics were indicated. The most important 
techniques used to reduce the volume of the antenna and the 
most popular among the research community were discussed. 
It included the following technologies: the usage of untypical 
and modified substrate, inserting slots in the third layer of the 
antenna, modifying the antenna's shape, and folding and 
shorting of the antenna. Some of these methods provided a 
good size reduction, while others reduced the size by average 
manner in order to maintain some antenna characteristics at 
the lowest acceptable value. Some of these designs are easy 
and cheap to manufacture, while others are difficult and very 
expensive to manufacture. Such trade-offs between the 
performance of the antenna and the percentage of the size 
reduction will always exist, so the designer must choose the 
best technology for the application required to use such 
techniques. Therefore, there is an urgent need to clearly define 
how various factors affect antenna performance for a certain 
size reduction techniques. Also, there is an urgent need to 
clarify a physical view of the use of such techniques with 
different bands. Given these problems, it can be predicted that 
antenna size reduction techniques will remain the focus of 
researchers over the coming years. 
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Abstract— Internet of Things (IoT) is a new-fangled 

prototype, which supplies a chain of new services/products for 

the upcoming technological innovations wave. IoTs' 

applications are roughly boundless in terms of enabling a 

smooth integration between the digital world and the physical 

world; where IoT can be implemented everywhere like smart 

(environment, city or businesses), security, smart business 

process, home automation, energy sector, education, healthcare 

and so on. Moreover, despite all the massive efforts of 

researchers, developers, experts to cover the full potential of 

IoT, there are still various problems and challenges need to deal 

with. In this survey paper, we will present a preface on some 

important aspects, applications and protocols with regards to 

the emerging area of IoT. This paper also will highlight the 

challenges of IoT might face, applications that have the 

possibility to achieve a fundamental change in human life, in 

addition to the risks of IoT and its impacts on our life in terms 

of privacy invasion and security issues. Moreover, SWOT 

Analysis will be conducted by identifying the Internal Factors of 

the IoT (Strength and Weaknesses) as well as the External 

Factors (Opportunities and Threats). 

Keywords— internet of things, vision and mission, IoT’s 

architecture, implications of IoT, network protocols, challenges, 
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I. INTRODUCTION 

The Internet has become ever-present, where it touched 
roughly each corner surrounding and affected human life in 
inconceivable paths. Today, the universe is getting into the 
Internet of Things era (famous as IoT). The ‘IoT’ expression 
has been founded in 1999 [1], whereas the earliest IoT 
principles have been published shortly after by Neil 
Gershenfeld in his book ‘When Things Start to Think’ [2]. 
Several authors have defined IoT as a term in different ways. 
Under [6], the authors have gone through two of the most 
popular definitions of IoT.  

The first has defined simply as "an interactivity between 
the digital and physical worlds using a numerous number of 
actuators and sensors", while the other has defined as "A 
model in which networking and computing aptitudes are 
embedded at any kind of imaginable objects". The purpose of 
using these aptitudes is to know and control the status of the 
object or to alter its status if required; for achieving complex 
functions that need high intelligence. 

A. Vision and Mission Statement 

The vision statement concentrates on tomorrow (future) 
and what the organizations and industries want to ultimately 
become, while the mission statement concentrates on today 
and what the organizations or industries do and spend to 
achieve it. The purpose of displaying those statements is both 
of them are vital in directing goals in the organizations [7]. 

Here, we will display the vision and mission statement of three 
of the most top companies involved in IoT [8,9,10].  

• Tesla 

Vision: “to build the most persuasive vehicles company 
presently by driving the world’s changeover to electric 
transportations.” 

Mission: “to speed up the world’s changeover to green 
energy.” 

• Microsoft 

Vision: “to assist persons and enterprises over the world 
recognize their complete potentials.” 

Mission: “to enable people and businesses on the earth for 
implementing more.” 

• Samsung 

Vision: “Affect the world with our progressive products 
and technologies, and layout that emboss people’s lives and 
contribute to social growth by designing a modern future.” 

Mission : “Samsung will devote the technology and human 
resources to set up top products and services that contribute to 
a benefidcent global society.” 

 

Fig. 1. The Data Processing Stage in IoT 
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TABLE I.  THE BEST IOT COMPANIES IN 2018 [16] 

Name 2018 CRN IoT Categories 

SAP IoT Software and Services 

ARM Iot Hardware 

Google Iot Hardware 

Samsara Iot Hardware 

Nvidia Iot Hardware 

Fortinet Iot Security 

Siemens Industrial IoT Providers 

Cisco Systems Iot Hardware 

Cradlepoint Iot Security 

Schneider 

Electric 
Industrial IoT Providers 

Dell 
Technologies 

Iot Hardware 

Intel Iot Hardware 

Amazon Web 

Services 
IoT Software and Services 

Sierra Wireless Iot Hardware 

GE Industrial IoT Providers 

Eaton Industrial IoT Providers 

IBM IoT Software and Services 

PTC IoT Software and Services 

Qualcomm Iot Hardware 

Verizon IoT Software and Services 

Oracle IoT Software and Services 

AT&T IoT Software and Services 

SonicWall Iot Security 

Ayla Networks IoT Software and Services 

Hewlett Packard 

Enterprise 
Iot Hardware 

Honeywell Industrial IoT Providers 

Johnson 
Controls 

Industrial IoT Providers 

PAS Industrial IoT Providers 

ForeScout Iot Security 

Eurotech Iot Hardware 

Samsung Iot Hardware 

Vertiv Iot Hardware 

 

II. IOT REVOLUTION 

According to Gartner Research [14], the number of 
connected things around the world is estimated to reach 14.2 
ones thousand million and 25 thousand million in 2019 and 
2021 respectivelly. Moreover, Gartner mentioned that the 
sensor’s prices of IoT will be declined in 2019, which will 
give the means to the companies to use them in order to earn 
insights in different industries such as retail, energy, 
manufacturing and others.  

In 2020, each of logistics and transportation, discrete 
manufacturing, and utility industries are separately planning 
to outlay more than $40 thousand million on IoT services 
platforms and systems [15]. 

Also, McKinsey forecasts that the IoT market in 2020 will 
be worth $581Billion with an annual growth rate ranging from 
7-15%. In 2021, only the Industrial market is predicting to 
reach $123 Billion of IoT with an annual growth rate of 7.3% 
[15]. Table 1 shows the best IoT companies in 2018 and their 
specializations [16]. 

A. IoT Components 

The mechanism of IoT is based fully on actuators and 
sensors apparatus, which ease the interaction with the physical 
material. The actuators are tools used for creating effects, 
these effects can make modifications or changes to the 
environment (Ex: the AC temperature controller), while the 
sensors are collecting the stored surrounding data and then 
processing these data intelligently for deriving beneficial 
inferences from it (Ex: a mobile phone can be considered as a 
sensor, provided that supply responses about its present status) 
[6]. Industries are using diverse types of sensors longly. Yet, 
the revolution of the IoT has taken the development of sensors 
into an altered level. The below points show the list of the 
most crucial sensors which extremely being used in the IoT 
world. For farther details, the explanation of each sensor and 
its uses can be found in [11]. 

• Sensors of Temperature  

• Sensor of Chemical  

• Sensors of Accelerometer  

• Sensor of Proximity  

• Sensor of Pressure  

• Sensor of Smoke  

• Sensor of Gas  

• Sensors of Level  

• Sensor of Water quality 

• Sensors of Image  

• Sensors of Motion detection 

• Sensor of IR  

• Sensors of Humidity  

• Sensors of Accelerometer 

• Sensors of Gyroscope  

• Sensors of Optical 
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The second component is connectivity, where the 
collected data is transmitted to a cloud infrastructure over 
different mediums of transportations (Ex: Wi-Fi, cellular 
networks, Bluetooth, WAN (Wide-Area Networks, etc.,) [13]. 
The third component is data processing as shown in Fig. 1., 
after the cloud obtains the collected data, the software starts to 
process these data whether the data is simple or complicated 
(Ex: checking the reading temperatures on appliances if it 
within an appropriate range or identifying objects using visual 
devices) [13]. Finally, the last main component is the user, 
where the information can be available to the end user by 
triggering alarms on their phones or emails [13]. 

B. IoT’s Architecture 

IoT's implementation is relying on an architecture which 
consists of sundry layers ranging from the acquired data layer 
at the basis, to the application layer upward. The architecture 
layers are designed to meet the requirements of various 
organizations whether were private, public or governmental. 
The Fig. 2. is showing the common layered architecture of 
IoT. The layered architecture is divided into two separated 
parts at the top of the internet layer for serving the 
communication purpose of common media and using data in 
applications. The two layers at the bottom of the internet layer 
are contributing to capturing data [17]. 

• Application layer is accountable for the delivery 
process of various applications (such as logistics, 
healthcare, retail, manufacturing, etc) to the end IoTs' 
users. 

• Middleware layer is accountable for essential 
functions such as information and managing device, 
beside its responsibility towards access control, 
semantic analysis, Object Naming Service, data 
aggregation, information discovery, filtering and 
information service. It can be run in bidirectional 
mode, so it is considered as the critical layer in IoT 
architecture. 

• Access gateway layer is responsible for routing, 
diffusing and subscribing message, besides, it 
contributing to performing cross-platform 
communication if needed. This layer is considered as 
the initial stage of data handling. 

• Edge layer is the layer of hardware, where it is 
comprising of embedded systems (Ex: information 
processing), sensor networks (Ex: information 
collection), radio-frequency identification tags (Ex: 
providing identification and information storage). 

 

Fig. 2. The Main Layers of IoT Architecture  

C. Software Architecture Options 

According to [3,4,5], the systems of IoT are involving 
several trade-offs and design drivers. significant factors 
include cost, energy efficiency, update, security, 
communication latency and dynamic programmability. These 
factors are broadly determining the architecture options that 
will be shown in Figure 3. On the other hand, software 
architecture choices are divided into seven classes, ranging 
from the simple class to the most complicated one as 
following: 

• Architectures of no-OS (Operating System)  

• Architectures of language-runtime 

• Architectures of server-OS  

• Architectures of full-OS  

• Architectures of app-OS  

• Architectures of RTOS (Real-Time OS) 

• Architectures of container-OS 

D. IoT Security 

Several papers and researches had been done with regards 
to the area of IoT security, some of them will be reviewed in 
this section. Hwang and Kim have declared that the standards 
of security are classified into six groups which they are: 
authorization, availability, authentication, confidentiality, 
non-repudiation and integrity. The consequences based on 
their research were the majority of previous works are dealing 
with the standards of authentication, authorization, 
confidentiality and integrity, but the studies on availability and 
nonrepudiation were insufficient [25]. The security 
requirements and elements have been mentioned in research 
conducted by Oh and Kim, these requirements are classified 
into three groups of IoT characteristics which are resource 
constraint, heterogeneity and dynamic environment, while the 
elements are IoT network, server, Platform, user, attacker and 
cloud [24]. Furthermore, Yun et al. have gone with a study on 
the method of interworking using Interworking Proxy Entity 
(IPE) between one-M2M and non-one-M2M systems by 
applying the OAuth 2.0 framework for the security issues [26]. 
Yet, there are few limitations that can be used like allowing 
people to intervene in some scenarios, especially in the 
process of issuing access token where the login or 
authorization code is needed. As known, IoT appliances are 
generally automated, and these appliances are integrated with 
the security process, while the consequence of appliance use 
will be limited if the security process is not automated. 
Therefore, the resource owner password credentials grant 
form can exceed this restriction in issuing access token. This 
grant form allows issuing access token with no further process 
that requires human involvement when the needed data are 
given in advance. So, only the trusted appliances can use this 
form, due to; the sensitivity of the resource owner's credentials 
[12]. 

E. Standards and Protocols  

The greatest number of connected appliances through the 
internet is known with so-called machine-to-machine (M2M) 
systems; where the term of M2M is usually used to describe 
the exchanged information and its performance between the 
device and network without any assistance by humans.   
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Fig. 3. Architecture’s Options Used in IoT 

Lightweight M2M Protocol is responsible for the 
communication process and used for operating the 
communication between the M2M objects like M2M 
management, client software, and service enablement 
platform, which is included in server software. This protocol 
also aids in service fulfillment and application management 
remotely to the devices connected with the internet. 
Lightweight M2M protocol has some specific features, such 
as the dependence on efficient and secure Internet Engineering 
Task Force (IETF) standards (such as Constrained 
Application Protocol (CoAP) and Datagram Transport Layer 
Security (DTLS)). The interfaces of Lightweight M2M 
Protocol implicate some processes as services reporting, 
management processes, and registration [18]. 

Constrained Application (CoAP) Protocol is also 
responsible for the communication process, but can be 
considered as a recent one in terms of communication 
protocols. CoAP is mainly destined for IoT physical tools and 
insufflated by the Hypertext Transfer Protocol (HTTP). CoAP 
is using the connection of one-to-one type, but could not 
support the Transmission Control Protocol/Internet Protocol 
(TCP/IP) due to its design, which is only suitable for 
lightweight and thin IoT hardware. Moreover, CoAP uses 
User Datagram Protocol (UDP) over IP; and is a more 
efficient and dynamic protocol compared to HTTP, especially 
when the use of lesser resources and implementations of more 

features such as executing, observing (notifying any change in 
the status of server or device), discovering features (finding 
the surrounding devices), reading and writing [18]. 

Message Queue Telemetry Transport (MQTT) Protocol is 
a messaging protocol which proceeded over TCP/IP. MQTT 
is a lightweight communication protocol but it is not M2M 
communication due to its use of a message broker server 
between devices. It consists of three major elements 
(subscriber, broker and publisher). Concerning security area, 
MQTT supports Transport Layer Security (TLS) and Secure 
Sockets Layer (SSL) [18]. 

In general, there what is good and what is better. The 
choose of the best protocol depends on which category of 
IoT's application is involved. For example, MQTT is better for 
WAN network condition due to the existing concept of the 
broker, while CoAP is better for web services due to its 
harmonic with HTTP. 

III. IOT APPLICATIONS 

As claimed by John Stankovic in his survey that the main 
IoTs' applications can be classified into14 fields, where these 
fields are: retails, smart homes, healthcare, smart factories, 
environment, smart cities, Lifestyle, user interactions, supply 
chains, energy, agriculture, transportations, emergency and 
culture and tourism. However, Stankovic's survey was 
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conducted over 30 countries and he found the most used 
applications were in 4 areas which are: transportations, 
healthcare, smart cities and smart homes [18]. 

A. Retail and Logistics 

Retail and supply chain management is a very common 
term nowadays, so applying IoT in this sector will have lots of 
advantages, which are including the monitoring of inventory 
over the supply chain, product tracking and payment 
processing. Besides, IoT puts forward abundant applications 
like quick payment solutions, guidance of products places and 
prices in accordance with the shopping list and control the 
rotation of products on shelves to automate inventory process 
within the shop itself or in a warehouse. In this type of IoT's 
application, two main IoT elements are used, which are WSN 
and RFID, but the implemented bandwidth range is small. On 
the other hand, the IoT in logistics may include item location, 
quality of shipment, flee tracking, storage incompatibility 
detection, etc. Compared to retail felid, logistics used the same 
two IoT elements but the difference in bandwidth, where it 
ranges from medium to large in logistics [21]. Lots of 
information of IoT domains on retails, supply chain and 
logistics can be found in [22]. 

B. Smart Cities 

The integration between cities and IoT technologies has 
created a new term with so-called smart cities as well as led to 
developing the smartness of cities by launching many 
applications which will contribute and sustain the 
development's acceleration in this sector. Some of these 
applications are the instantaneous monitoring of vibrations for 
buildings and bridges of the city,  monitoring the availability 
spaces of parking, monitoring the vehicles and traffic jam, 
sound and visual monitoring of some rough and tough levels 
within the city, smart highway roads in the option of climate 
conditions and unexpected circumstances, detection of waste 
and trash level within the container (waste management), 
smart parking, noise urban maps, smart lighting, intelligent 
transportation systems and so on. This domain of IoTs' 
applications is using single sensors, WSN and RFID as 
elements of IoT, while the bandwidth is ranging from small to 
large due to abundant and diversified of its application [21]. 

C. Medical and Healthcare 

The use of IoT technologies has consequence many 
benefits over the healthcare sector, these benefits can be in 
tracking for devices, patients as well as the authentication of 
people and staff (tracking is a function used to identify objects 
and their motions if required), sensing and automatic data 
collection [20]. Sensors devices are used to diagnosing 
patient’s status and providing the up to date information about 
the patient's health. Sensors can be applied to improve the 
monitoring methods of vital functions like heart rate, 
temperature, blood pressure, blood glucose, etc. The 
automatic data collection is applied for automating care, 
reducing processing time, automating processes and medical 
inventory management. This domain of IoTs' applications is 
using WSN, RFID, NFC, Bluetooth WiFi, etc, while the 
bandwidth is ranging from small to large due to the abundant 
and diversified of its application [21]. Lots of information on 
IoT domains in healthcare can be found in [22]. 

D. Environment Domain 

Utilization of IoT technologies is one of the farthest 
hopeful market segments at the point of conserve the 
environment; where will be a boost of Wireless Identifiable 

Devices (WID) usage within the friendly programs that 
specializes in the environment topics. [17]. 

IV. CHALLENGES 

The workflows in homes, firms or industries will be 
characterized by cross-organization integration, which will 
lead to requiring a high operation dynamic as well as the ad-
hoc relations. For now, the availability support of Information 
and Communication Technologies (ICT) is very slight. The 
following part highlights the most key challenges that face the 
IoT technologies so far: 

A. Network Foundation 

The limitations of the existing IoT's are considered as the 
prime challenge to IoT in terms of manageability, scalability 
and mobility [17]. 

B. Security, Privacy and Trust 

The barriers that face IoT in terms of security are:  

• Architecture's securing to be ensured at both design 
and execution time. 

• Proactive identification and preservation from the 
malignant software. 

• Proactive identification and preservation from the 
arbitrary attacks. 

The barriers that face IoT in terms of privacy are: 

• Data privacy (such as controlling over personal's 
information) and location privacy (such as monitoring 
over individual’s physical location). 

• The necessity for imposing protection laws as well as 
privacy enhancement technologies. 

• The development of tools, standards, protocols and 
methodologies which will lead to the identity 
management of objects. 

The barriers that face IoT in terms of trust are: 

• The necessity to exist a fluid exchange for critical and 
sensitive data (Ex: the communication with trusty 
services will be done by smart objects instead of users 
or organizations themselves). 

• Trust must be a key part of IoT's design and its 
architecture and must be contributed in. 

C. Managing Heterogeneity  

 Overseeing and being in charge of heterogeneous 
applications, objects, devices and environments account for a 
major challenge. The challenges can be comprised of: 

• Providing smart and useful services by collecting a 
large amount of surrounded information and data. 

• Enhancement in the mechanisms of sensor data stream 
processing. 

• Designing techniques for sensor data discovery. 

• Designing a dynamical architecture for sensor storage 
and networking. 

• Sensor data management, correlation and aggregation 
filtering techniques design. 
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D. Regulatory and Legal Issues 

It can mainly be applied on devices return to medical, 
insurance, banking, manufacturing equipment and 
infrastructure equipment. Most of these issues are complying 
with chronic and elderly laws such as HIPAA, Directive 
95/46/EC, GAMP 5, CFR 21 part 11, etc. These laws may 
delay in the process of bringing products to the market as well 
as the rise of their cost over time [23]. 

E. Architecture and Standardization Shortage 

The persistence of fragmentation in the implementation of 
IoT may increase the cost and decrease the value of IoT to the 
end clients [23]. 

V. RISKS OF IOT 

IoT is a technology like other technologies that have been 
invented by humans, where it has many advantages as well as 
many disadvantages and negative aspects. Any object linked 
to the Internet has an address called Internet Protocol (IP), this 
IP indeed is a networking software, and responsible for 
performing specific tasks as well as the interacting of objects 
with internet. It can easily be hacked due to the weakness of 
security system [27]. This part will highlight the critical 
problems and risks that may face IoT's industry world. 

A. Significant Risks 

• Material losses which cause to harming users (Ex, 
home appliances) by intervening and manipulating 
their properties. 

• The potential of robbery operations due to exploiting 
location data of those IoT devices (Ex, determining the 
car Coordinates). 

• Monitoring users and privacy issues of sensitive data 
which might put the user data in a risky position. 

• Employing the IoT devices for hacking electronic 
governments and critical organizations that are fully 
connected to the Internet [28]. 

B. Security Vulnerabilities 

In computer security, the vulnerability can be considered 
as a high weakness point to implement unauthorized actions 
within the system by attackers. A security vulnerability 
includes privacy, sabotage and denial of service. 
Undoubtedly, the effects of sabotage and denial of service can 
widely be taken into consideration more than concentrating on 
privacy itself despite its importance. For Instance, "changing 
the mix ratio of disinfectants at a water treatment plant or 
stopping the cooling system at a nuclear power plant could 
potentially place a whole city in instant danger" [23]. 

C. Types of IoT Security Gaps  

• Weakness in the authentication process [29]. 

• Vulnerabilities and gaps in communication interfaces 
between the user and IoT is insecure, where the user 
can control, access and bypass the device. 

• The use of unconfident protocols for data transfer. 

• Lack of identification methods where the unauthorized 
people can log in into most devices easily. 

• The simplicity of scanning and knowing the devices 
linked to the internet. 

VI. SWOT ANALYSIS 

The issues of IoT are very various and have several aspects 
that should be taken into consideration, such as business 
models, enabling technologies, applications, social and 
environmental effects. Two analyses must be used before 
launching any service/product into local or globe market. 
SWOT analysis is one of most important analyses, it will be 
used in this paper to conclude and summarize the internal 
factors of IoT as well as the external factors as following 
below: 

A. Strength Points 

• The possible use of IoT lead to reduce businesses costs 
and increase the profits over time: as mentioned 
above, the earning of IoT use will be up to $123 Billion 
in 2021 and more with an annual growth rate of 7.3%. 

•  Environment-Friendly: linked appliances to the 
internet such as smart cars, homes, etc, can be utilized 
to bring down the harmful emissions and consequently 
limit the use of energy and help protect the 
environment. 

• Easiness of Use: IoT can make the devices connect 
with each other easily. 

• Innovation: the studies and sciences conducted, in 
terms of IoT innovations, have driven the technology 
industry towards the top. 

B. Weakness Points 

• Security: which can be considered as the most 
drawback point in IoT in terms of the possibility of 
how it can be hacked by some mischievous hackers. 

• Data Challenges: collect, analyse and store the data 
are a complex process and not that much simple 
process as known, where it needs a robust 
infrastructure that can absorb the amount of data 
flowing every time and from everywhere. 

C. Opportunities Points 

• Emerging markets: they are fast-growing zones which 
enable IoT to swiftly expand. 

• Increase the innovation of wearables devices: smart-
watches and smart-glasses carry the ‘smart’ tag, 
whereas watches nowadays are not only responsible 
for knowing time, but also able to record the daily 
activities and work as small smartphone and more. 
From this point, it can be transmitted every wearable 
thing into a smart piece. 

• Infrastructure Management: as mentioned in 
weaknesses points that IoT has a weak infrastructure, 
and by increase the forces and forts on this sector, it 
may be a strong basis for the IoT. 

• Attractive zone for investors: IoT brings with it an 
array of potential investment opportunities.   

D. Threats Points 

• Vulnerability to hackers: hackers are trying to control 
the surrounding things; the loopholes of the internet are 
forming real threats for users through being vulnerable 
to attack by infiltrators. 
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• The possibility of not meeting customers' expectations: 
IoT has reached to peak, whereas humans have over-
the-top expectations from IoT. These exaggerated 
hopes put the IoT's products at a risky level if the 
products defeat to satisfy these expectations. 

VII. CONCLUSIONS 

The diversity of emerged new devices which connected to 
the Internet will produce an overflow of data which need to be 
collected, processed and analysed by the organizations. 
Despite that the organizations will identify new business 
opportunities according to this data, new risks will emerge. 
The IoT has the capability to bring together each aspect of 
different networks. Hence, security at both levels of networks 
as well as devices is critical for the IoT's operation. The same 
intelligence that authorises appliances to perform their tasks 
has also to enable them to recognize as well as counteract 
threats. 

Safeguarding of the IoT's propagation besides harnessing 
its economic value at the same time, requires a regular and 
methodical study of various risk factors. Most of the cyber-
attacks are targeting IoT devices, and as observed, the ability 
of attackers is growing continuously, thus however can predict 
the severity of attacks in the future and how much these 
attacks will affect on people’s life, business and the IoT itself. 
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