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Abstract—Power systems and smart grids constitute critical
instruments of national security and the economy. In case of the
power system malfunctioning, millions of people are affected.
Furthermore, there are extreme financial losses, irreversible
data casualties and service outages. Recently, the use of
commercial smart measuring and control devices in the field of
electricity and power systems has become widespread due to the
development of applicable technologies and the reduction of the
costs of devices. Although this situation has increased
traceability and manageability, it also made smart grids more
vulnerable to cyber threats compared to the traditional power
systems used before. Cyber threats in smart grids are generally
categorized as eavesdropping the data to possess detailed
information about the system, tampering with data to disturb
the system'’s stability, denial of services to block accessibility and
injecting malicious software that can cause damage to the
system. FDI attack is considered one of the most severe cyber-
attack types due to its stealthy. FDI attacks disrupt the entire
stabilization of the smart grid gradually. Machine learning and
deep learning methods in supervised, semi-supervised and
unsupervised domains have been widely used to protect smart
grids against cyber threats by assisting conventional bad data
detection mechanisms. Successful results have mainly been
obtained by deep learning algorithms such as CNN and RNN.
These algorithms have been supported with improved feature
selection techniques to increase the accuracy of the detection
and decrease the computational burden of the models. The
purpose of the paper is to briefly summarize and combine the
significance of smart grids, vulnerabilities of smart grids, cyber
threats to smart grids, deep learning and machine learning
methods applied against cyber-attacks, especially FDI attacks
considered to be the most dangerous attack type and potential
future research areas.

Keywords—Power Systems, Smart Grids, Cyber Attack, False
Data Injection Attack, FDIA, Machine Learning, Deep Learning,
CNN, RNN, LSTM.

l. INTRODUCTION

As a result of the introduction of Industry 4.0 [1] and
Industry 5.0 [2] with the development of technology, human-
machine interactions have started to appear more in every field
than ever before since 2010. In addition to the favorable
benefits brought by these technologies, the energy demand has
increased dramatically. At the same time, energy continuity
and supply-demand balance are critical parameters that all
countries and companies must monitor because a failure or
any problem in these systems affects all infrastructure.
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Therefore, energy generation and distribution systems are at
the forefront of critical infrastructures.

Considering that the resources are not infinite, energy
demand triggers the finding of solutions for using the energy
more efficiently in a controlled environment at an optimum
level. At this point, smart grids that meet energy demands
intelligently come into play with new features and capabilities
compared to traditional electricity grids in terms of
traceability and manageability.

Power systems and smart grids are becoming critical
infrastructures in recent years. The dependency on the power
system and smart grid is increasing rapidly. Many people are
affected by any problem in the power system or smart grid,
and the losses are very high in the cost and information
domain. It is considered that smart grids are still vulnerable to
cyber-attacks since they are an extension of legacy systems,
supported by commercial devices with no advanced security
infrastructure and a lack of security protocols already existing
in other networks like the internet.

The rest of the paper is organized as follows: Section 2
presents the grid conceptual model and architecture including
vulnerabilities and cyber-attack types to smart grids.
Detection Methods of FDI attacks are detailed based on
machine learning and deep learning algorithms in section 3.
Finally, conclusions and potential research areas are supported
in section 4.

II.  SMART GRIDS AND CYBER ATTACKS

Smart grids are sophisticated systems of legacy grids with
improved properties. They combine different types of
electricity production (Distributed Energy Resources-DER),
like solar power, wind power, hydroelectric, etc., in one
framework. Smart grids comprise all processes from
production to consumption of electricity. Smart grids have
been made intelligent by Information and Communication
Technologies (ICT) such as control panels, sensors, actuators,
measuring devices and smart meters. The most important
feature that distinguishes smart grids from traditional systems
is that instead of transmitting electricity in one-way,
communication and power flows are conducted in two-way.

Smart grids have transformed into highly complex
structures due to integrated information and communication
systems. To minimize the complexity and clarify standards, a
conceptual model was initially proposed in 2010 [3]. The
conceptual model has been revised periodically based on
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recent developments. The up-to-date conceptual model [4] is
depicted in Figure 1. In general, a smart grid consists of 7 main
domains. Data and power flow are carried out between the
Generation, Transmission, Distribution and Consumption
domains. On the other hand, data transmission is conducted
between Operation, Service Provision and Market domains.
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Fig. 1. The up-to-date NIST Smart Grid Conceptual Model.

A. Security Vulnerabilities of Smart Grids

Smart Grids uses Information and Communication
Technologies (ICT) infrastructure to manage and monitor the
system. ICT systems are vulnerable to cyber-attacks such as
False Data Injections (FDI), Denial of Service (DoS), data
sniffing, unauthorized access and password cracking. Smart
grids are the target of ICS attacks as well as attacks against
information systems. Therefore, the attack space is wider than
the applied only in IT systems.

ICS systems are very different from Information systems
in terms of performance, availability (reliability), risk
management, sSystem operation, resource constraints,
communications, change management, support and
component locations. As it can be understood from this
structure, it is more challenging to control ICS system
vulnerabilities compared to IT Systems only [5].
Vulnerabilities of smart grids can be grouped under the
following main headings.

1) Physical Components Vulnerabilities: Hardware,
software, and management systems make up a smart grid.
However, they each have some vulnerabilities, such as
insufficient physical access control, redundancy, component
maintenance, and HAVC (Heating, Ventilation, and Air
Conditioning) systems [6].

2) IT Vulnerabilities: One of the main functions of IT
systems is automating business functions like billing,
customer service, and accounting. Since the commence of the
internet, IT systems have been employed, and a wealth of
knowledge has been gained about them. There are many
vulnerabilities, such as insecure software and hardware,
confidentiality issues, integrity troubles and authentication
and authorization problems. On the other hand, many critical
areas, such as e-government, e-banking and e-commerce
systems, are operated securely [7].

3) OT Vulnerabilities: A major focus of OT has been the
management of power system operations, such as distribution
of power and critical energy infrastructure management. OT
advancements have led to more automated substations that can
operate without human interaction. Software vulnerabilities in
measurement devices, such as HMI (Human Machine
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Interface), RTU (Remote Terminal Unit), sensors and
actuators, should be considered significantly critical matters
which can lead to destructive cyber-attacks [8,9].

4) Data Processing and Management Vulnerabilities:
Current smart grid data management faces the problem of data
aggregation quality, security, compliance control, typical
scope, and efficiency of the management mechanism. Many
data are generated, processed, stored and transferred between
different entities. The Confidentiality, Integrity and
Availability of this data must be the focal points and be
protected strictly. Data security and privacy should always be
the priority in the design of smart grids [10].

5) Service and Application Vulnerabilities: The instant
conversion of physical data into useful information is made
possible by access to OT and IT data, enabling enhanced asset
management platforms, distributed energy management
systems, and distribution grid applications. Electricity trading,
electricity services, electricity convergence, and a variety of
client services are just a few of the applications and services
that smart grids can offer. These services may include
patching, policy, asset management, configuration,
authentication, authorization, accounting and malware
vulnerabilities.

6) Operational Environment Vulnerabilities: Unknowing
employees, poor outsourcing, insecure configuration, and
issues with the natural environment are some of the common
risks for the operating environment of the grid.

B. Cyber Attacks to Smart Grid

Since 2010, there have been many examples that ended
with financial losses and physical damage around the world.
The most effective of all, attacks targeting Iran's nuclear
facilities and Ukrainian power systems come to the fore.
STUXNET targeted SCADA (Supervisory Control and Data
Acquisition) systems and caused substantial damage to Iran's
nuclear program, including the nuclear centrifuge, computers
and ICS devices [11]. In 2016, a power system outage in
Ukraine affected many part of the country and many
customers [12].

Smart grid attacks are seen in a wide range, such as FDI
attacks, denial of service (DoS) attacks, data framing attacks,
man-in-the-middle attack, load altering attacks, false
command injection attacks, load redistribution attacks,
coordinated cyber—physical topology (CCPT) attacks and
replay attack. These attacks can be grouped as IT-based, ICS-
based and grid data based attacks. There are deep knowledge
and preventive tools for IT-based attacks. Relatively less
knowledge and preventive tools on ICS-based attacks and
smart grid data based attacks.

As stated in the previous subsection, many critical areas,
such as e-government, e-banking and e-commerce systems,
can be operated safely in today's conditions where cyber-
attacks are assumed and accepted. The infrastructure can be
easily changed and adapted to new situations using simple
costs in the mentioned areas. However, the situation is
different in power systems and smart grids. As mentioned,
power systems are being made smart by integrating
commercial sensors and measurement systems of existing
legacy systems. Therefore, advanced secure communication
protocols and defense systems used on the internet are not
used in power systems and smart grids. Artificial intelligence
methods are included in the game precisely at this point.
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Artificial intelligence fills the gap in the need for advanced
security systems in smart grids.

FDI attack is considered one of the most severe cyber-
attack types among the cyber-attacks mentioned above due to
its stealthy. FDI attacks in a smart grid first appeared in [13].
They disrupt the entire stabilization of the smart grid
gradually. Recently, FDI attacks received noticeable attention
due to their impact. State estimation plays a critical role in the
stable operation of smart grids at an optimum level. FDI
attacks directly target state estimation. Failure to perform the
state estimation process properly causes enormous damage
and power outages. Because FDI attacks can be made
relatively easily, but their damage to smart grids can be
comprehensive, the methods applied against cyber-attacks are
explained based on FDI attacks in the following sections.

I1l.  DETECTION OF CYBER ATTACKS USING MACHINE

LEARNING AND DEEP LEARNING APPROACHES

In the literature, studies were firstly based on simple
and effective machine learning methods like Decision trees,
Random Forests, etc.,, due to their simplicity and
computational efficiency. After the deep learning methods
became popular in other domains like image recognition and
classification, deep learning practices such as Convolutional
Neural Networks (CNN), Recurrent Neural Networks (RNN)
and LSTM (Long-Short Term Memory) techniques were also
widely applied for the detection of cyber-attacks in smart
grids. Semi-supervised and unsupervised learning approaches
are popularly used in this field, as accurate data on cyber-
attacks in smart grids are rare and labelling datasets is highly
time-consuming. Generally, in semi-supervised learning,
unlabeled data is assigned to the nearest neighbor data set
based on the labeled classes by kernel methods such as RBF
(Radial Basis Function) or KNN (K Nearest Neighbor) [14].
In addition, to obtain more realistic training examples, a more
advanced and complex model named Generative Adversarial
Neural Network (GAN) is started to be used recently [15]. In
the GAN model, labeled data are produced by two separate
but linked Neural Networks, a generator and a discriminator,
with feedback in an iterative min-max game.

Unlike supervised and unsupervised learning methods,
fully unlabeled data is used to train the model in unsupervised
approaches. Unsupervised methods such as Principal
Component Analysis (PCA) and KNN-based methods are
primarily and widely used in the literature [16].

Furthermore, the approaches to detecting cyber-attacks are
categorized according to whether they depend on a model
[17]. State estimation techniques in model-dependent and
comparison of sequential temporal data in model-independent
approaches are used based on the data collected during the
system's regular operation. FDI attacks are targeted at the
measurement data via tampering with the measurements to
deceive the system. Traditional Bad Data Detectors can only
be adapted for outlier information like false reading and
cannot perceive hidden interventions like FDI attacks.

The most commonly applied Machine Learning and Deep
Learning algorithms used to detect cyber-attacks in smart
grids are summarized in Table I. Furthermore, the main
strengths and weaknesses of the algorithms are indicated in
terms of reinforcing knowledge about algorithms in Table I1.

The strengths and weaknesses of the algorithms are
assessed within the framework of general performance
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criteria. The assessments are made in terms of the internal
structure of data, the data preprocessing phase, applying
methods of algorithms, interior design and objectives of the
algorithms, the algorithms' parameters, the algorithms'
performance, the training phase of the algorithm, etc. In
addition, only the most prominent features are highlighted in
Table II.

TABLE I MOST COMMONLY APPLIED MACHINE LEARNING AND
DEEP LEARNING ALGORITHMS
Learning List of Algorithms
Types
SVM (Support Vector Machine), KNN (K-Nearest
. Neighbor), ENN (Extended Nearest Neighbor), PCA
Machine 2 -
Learnin (Principal  Component  Analysis), AdaBoost,
Al oritr?ms Decision Tree, Random Forest, LGBM (Light
g Gradient Boosting Machine) and  Logistic
Regression.
ANN  (Artificial Neural Networks), CNN
Deen  Learnin (Convolutional Neural Networks), RNN (Recurrent
Al grithms 9| Neural Networks), LSTM (Long-Short Term
9 Memory) and GAN (Generative Adversarial Neural
Networks).
TABLE II. MAIN STRENGTHS AND WEAKNESSES OF THE ALGORITHMS
Algorithm Strengths Weaknesses
1. Satisfactory performance
in high dimensional space. | Slow training process for
SVM X .
2. Outliershave a minor | large datasets.
impact.
1. Simple to implement.
KNN 2. No presumptions about | Sensitive to outliers.
data.
It can learn from the global Choosing of parameter
ENN distribution in addition to “K” ik gKNN P
local one used in KNN. ¢ ‘
PCA It reduces overfitting. _There IS a possibility of
information loss.
AdaBoost It can be sllg_ht_ly less | It is susceptl_ble to noisy
sensitive to overfitting. data and outliers.
Decision Normalization or scaling of -
Tree data not needed. Prone to overfitting.
Promising performance on | It requires much
Random L :
Forest unbalanced and missing c_omputatlonal power and
data. time.
Reduced training time and | It needs much complex
LGBM
low memory usage. trees.
Logistic Tuning of hyperparameters | Inadequate performance
Regression | is not needed. on nonlinear data.
Suitable for modelling | There is no exact rule for
ANN nonlinear data with a higher | defining the structure of
dimension. the network.
Training process may take
It detects critical featuresin | considerable time
CNN . A
an unsupervised manner. depending on the number
of network layers.
It is the first neural network
able to analyse and learn - .
RNN sequences of data (series) Vanishing gradients.
of its kind.
The training data required
LSTMs are forceful RNNs by LSTMs s much
. . greater than that needed
LSTM designed to work with by C d
vanished gradients y CNNs and RNNs to
' achieve the same level of
accuracy.
It can generate data similar | Having two separate
to the original in an | networks, a generator and
GAN . o
unsupervised manner. a discriminator, makes
training phase difficult.

It is evaluated that it would be

helpful to explain the

concept of "State Estimation" and "Bad Data Detector"
approaches, which constitute the main pillars of controlling
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and protecting the smart grids, are in the stage before the
detection algorithms are applied. It also explains how FDI
attacks are theoretically produced and why the BDD cannot
recognize them.

A. State Estimation, Bad Data Detection (BDD) and False
Data Injection Attacks

The main goal of state estimation is to predict a smart
grid's current state using sensors' data. The measurements
usually consist of real and reactive power injections of
transmission lines and buses and state variables like all buses'
voltage magnitudes and phase angles. In the state estimation,
the relationship is conducted based on (1) between the state
vector x € R? and measurements z € R". In addition, H €
RM*P js Jacobian topological matrix and e is the error.

z=Hx +e )
The state of the smart grid can be predicted by Weighted
Least Square (WLS) where W is a diagonal matrix with
elements proportional to the variance of each measurement
noise, defined as follows :
£ = arg, min(z — Hx)TW(z — Hx) )
To eliminate the measurement error and sensor faults,
BDD is applied as a first defensive mechanism to protect the
state estimation. In the traditional BDD, the L2-norm of
measurement residual is compared to the threshold t and
measurement data is not accepted when ||z — HX|| > 7.

FDI attacks are created by adding an attack vector a to the
measurement vector z. So state variable vector is transformed
into (4) where ¢ € R" is the difference in the state variable
estimates. When the attack vector content with (5), then the
L2 norm of attacked measurement is defined in (6). Equation
6 shows that L2 norm of attacked measurement residual does
not change. It means that attacked measurements can bypass
the BDD.

Za, =2z +a 3)

Xg=% +c @)

a=Hc ®)

1zo = HXll = llz + a = H(x + o)l Q)

= ||z — HX + (a — Ho)||
= ||z — HX||

B. Efficient Legacy Machine Learning Algorithms

The previous subsection explains the concepts of state
estimation and BDD techniques, which indicate the current
status of smart grids and lay the foundation for detection
algorithms to be applied to detect cyber-attacks. This
subsection details the recently applied machine learning
methods for detecting cyber-attacks.

KNN algorithm, suitable for classification and regression
purposes, is used as a main algorithm in [18, 19]. A Robust
KNN regression approach is proposed in [18] to eliminate
uncertainties and conduct more accurate state estimation in
power systems. Furthermore, combining the KNN algorithm
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with PCA (Principal Component Analysis) feature selection
based on the critical concept feature set is implemented in
[19]. In addition to the studies in which KNN is the primary
classifier, it is noteworthy that in other studies, it is usually in
the domain of the compared algorithms. In [20], three
common classifiers like SVM (Support Vector Machine),
KNN and ENN (Extended Nearest Neighbor) algorithms were
used for FDIA detection and SVM performed superior overall
compared to KNN and ENN classifiers.

SVM, which avoids the difficulties of using linear
functions in the high-dimensional feature space, is applied to
detect cyber-attacks in smart grid that has a non-linear
component in nature. In [21], an updated SVM-based method
is proposed to detect the FDIA, bringing the vulnerabilities of
existing SVM-based FDI attack detectors forward.
Furthermore, a detection framework with an SVM classifier at
its core with edge data aggregators to detect FDI attacks on
transmission lines in [22].

Statistical models that prioritize catching the uncertainty
in the models are used to detect the anomalies caused by FDI
(False Data Injection) attacks. The multivariate Gaussian
model improved with the k-means clustering method for
detecting transient and steady cyber-attacks implemented in
[23]. It is assumed that the multivariate Gaussian model
captures the correlations between variables from different
dimensions. In [24], a strategy based on statistical features is
put forth to locate supervised FDI attacks in power grids. This
method includes quantification of the distribution of the
measurements and the tree boosting technique.

Random Forest algorithm, which can deal with both
categorical and continuous variables efficiently, is also
applied in this field. In [25], various classification methods,
like Naive Bayes, Random Forest, etc., are used for detecting
power system anomalies. The Random Forest algorithm gets
the highest score among other methods. Furthermore,
Isolation Forest Algorithm proposed with some acceptance
criteria based on the Random Forest method in an
unsupervised way in [26].

PCA technique which removes correlated features and
reduces overfitting is commonly applied to improve the
performance of models. In [27], high-dimensional space is
reduced by KPCA (Kernel PCA) and the Extra-Trees
algorithm is used to classify stealthy cyber-attacks. KPCA-
supported Extra-Trees based detection approach outperforms
the state-of-art machine learning-based  schemes.
Furthermore, [28] proposes a method for FDI attack detection
based on PCA and subspace analysis utilizing consequential
grid states.

Feature engineering aims to prepare an input dataset that
best fits the machine learning algorithm and enhances the
models' performance. Optimization algorithms and heuristic
algorithms are commonly used. SVM is proposed as a primary
classifier and compared to the other machine learning methods
like AdaBoost and KNN to detect covert cyber deception
assault attacks. Various feature selection methods including
GA (Genetic Algorithm) are implemented. As a result, SVM
has more successful results than other implemented
algorithms [29]. In [30], SVM and KNN algorithms with three
different feature selection methods, such as BCS (Binary
Cuckoo Search), BPSO (Binary Particle Swarm Optimization)
and GA (Genetic algorithm), are studied to detect the FDI
attacks. SVM and KNN algorithms performed more
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accurately compared to others. Furthermore, the AdaBoost
classifier supported with Random Forest is used as the main
of the proposed model with the enhanced feature construction
engineering techniques in [31].

In [32], a framework combination of a square-root
unscented Kalman filter (SR-UKF) based forecasting-aided
State Estimation and a GLRT (Generalized Likelihood Ratio
Test) is designed to detect FDI attacks in unbalanced
distribution networks.

It is determined that SVM and KNN are applied much
more than other machine learning algorithms to detect FDI
attacks. Considering the complexity and non-linearity
structure of the data obtained in smart grids, it has been
observed that the SVM algorithm, built on the theory of
creating a hyperplane, exhibits very reliable performances.
Furthermore, the KNN algorithm is significantly utilized
because it has a non-parametric and straightforward structure.
In addition, KNN is ideal for non-linear data since there is no
assumption about underlying data.

C. Deep Learning Algorithms

Convolutional Neural Network (CNN) is an artificial
neural network architecture for deep learning with fully
connected input, convolution, pooling and output layers that
learn directly from data. Since the algorithm is based on
learning directly from the data, invisible patterns can be
revealed. Besides, RNN is a particular variant of ANN
(Artificial Neural Network) for analyzing sequential data.
Furthermore, the Long Short-Term Memory (LSTM)
algorithm is an extension of RNN that extend the memory to
eliminate the short-term memory. LSTM models can retain
past information even longer compared to RNN algorithms.

Deep learning algorithms come to the fore in processing
big data produced within the scope of monitoring and
controlling smart grids to detect cyber-attacks. To facilitate
big data processing, autoencoders within deep learning
algorithms reduce the dimensionality of data and the
computational complexity [33-35]. Furthermore, by using
traditional machine learning algorithms and deep learning
methods together, nonlinear data have been transformed into
linear space and the detection accuracy of cyber-attacks has
been increased [36].

Recently, deep learning algorithms combined with
traditional machine learning algorithms such as SVM and
KNN have been commonly used to detect cyber-attacks [37].
Furthermore, among the deep learning methods, LSTM, RNN
and CNN are considered the most used and successful
algorithms [38].

In [39], some ML-based models, such as SVM and Light
Gradient Boosting Machine (LGBM) are compared with Deep
Learning (DL) based models like CNN and ANN. As a result
of the experiments, it has been determined that CNN models
give better results. In [40], Continuous wavelet transform
(CWT) is used to transform one-dimensional traffic data into
a two-dimensional time-frequency domain as input to a
wavelet CNN (WavCovNet) to distinguish the cyber-attack
and detect abnormal behavior in the data.

Considering that smart grid data naturally contains linear
and nonlinear components, an effective two-level FDIA
detection is performed using the Kalman filter and RNN
(KFRNN) [41]. In the first stage, the Kalman filter is used for
state estimation from linear data and RNN is used to capture

68

nonlinear data features. At the second level, the results
obtained from the processes of linear and nonlinear are fed
into a fully connected neural network with backpropagation.
Furthermore, taking into account the same assumption
accepted in [41] regarding linear and nonlinear components,
RNN has also been proposed to detect the FDI attacks in [42].

Furthermore, [43] and [44] provide examples of how time
series measurement values are effectively handled with RNN-
based models. In [45], time domain data were processed with
the LSTM autoencoder and anomalies are detected using the
Logistic Regression. In [46], the state estimation to detect
cyber-attacks is conducted through a model obtained by
combining multiple LSTMs. In [47], the proposed framework
is based on consolidating the Wasserstein Generative
Adversarial Network and autoencoder to learn the smart grid
measurement distribution and state estimator model.

As can be understood from the studies described above,
deep learning algorithms such as CNN, RNN and LSTM and
structures that combine these algorithms with traditional
machine learning methods are widely and effectively used in
detecting FDI attacks based on state estimation or time series.
Furthermore, promising results have been obtained by using
deep learning and machine learning algorithms together.

D. Simulations and Datasets

It would be helpful to specify the issue of obtaining the
data. Since datasets regarding actual cyber-attacks are
confidential and almost inaccessible, simulation methods are
widely used to generate training and test data. The regular
operation of the smart grid is simulated like a real-time
environment to obtain the data. Furthermore, FDI attacks are
implemented via tampering with the generated data.

In most of the studies, simulations are commonly
conducted using the MATPOWER simulation package [48].
In addition, most of the simulations are performed based on
IEEE Bus Systems Data. These systems consist of loads,
capacitor banks, transmission lines and generators and their
reference values.

E. Main Issues and Future Directions

Cyber-attacks against smart grids can be roughly grouped
as obtaining individual or system data illegally, creating large-
scale denial of services, and sabotaging the system using false
data. Considering the characteristics of cyber-attacks and
instances encountered in real life over the last 20 years, cyber-
attacks can be exploited as destructive weapons.

Furthermore, cyber-attacks are highly concentrated in
critical infrastructure areas such as energy generation,
especially nuclear infrastructure, the nation's military and
civilian defense systems, bank and finance systems,
communication systems, logistic and critical commercial port
systems and services.

In the last 20 years, the main issues that drive using of
artificial intelligence solutions to defend smart grids are as
follows:

e  Power systems and intelligent grids become the most
valuable resources of a nation,

e Confidentiality, integrity and availability of the
information produced in power systems and smart
grids is vital,
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e The need for controlling and monitoring activities in
power systems and smart grids,

e Easy access to the commercial measuring systems and
control equipment and vulnerabilities of commercial
devices,

e Limited resources and the need to use energy
efficiently at the maximum level,

e Increasing self-operating activities in every field and
the inevitability of automation in the Industrial 5.0
era,

e Most of the ICTs used in the energy generation area
are dependent on obsolete technology, so unlike
internet infrastructure,

The following items can serve as the basis for future
studies and research to ensure power systems and smart grids
have a higher level of security against various cyber-attacks
and provide uninterrupted operation.

o Developing new frameworks for the detection of
multiple cyber-attacks at the same time,

e A deeper understanding of determining fingerprints
and features of cyber-attacks,

e Building up new cascaded frameworks applying more
distributed controlling and detecting manners over the
whole system,

e Creation of cyber-attacks more realistically with
various deep learning algorithms in addition to the
existing GAN algorithm to develop sound defense
systems due to the rarity of real datasets related to the
cyber-attacks.

IV. CONCLUSION

In this study, the structure and working principles of smart
grids, the vulnerabilities of smart grids, the types of cyber-
attacks against smart grids, the most harmful FDI attacks, the
reasons behind why machine and deep learning algorithms are
needed in smart grids, the idea of how detection algorithms
are used to detect cyber-attacks, the simulation and datasets
used in studies in this field are shortly reviewed.

It is observed that traditional machine learning and deep
learning algorithms have been successfully applied alone in
detecting cyber-attacks, and promising results have been
obtained. In addition, it should be mentioned that machine
learning and deep learning methods are used together, and
satisfactory results are obtained. Furthermore, it has been
determined that SVM and KNN out of machine learning
algorithms and CNN, RNN and LSTM from deep learning are
the most used methods in detecting cyber-attacks in the
literature.

During the literature review, it was observed that detection
models were generally developed against a single attack type.
The development of models for detecting two different types
of attacks by obtaining the similar feature set between attack
types and conducting detections based on using this similarity
can shed light on potential future studies.
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