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Abstract—Day by day, the popularity of blockchain
technology is rising in the business sector. Companies that want
to benefit from some of the features of blockchain like security,
immutability, decentralization, and elimination of central
authority, try to integrate this technology to their existing
business use cases. During the integration process, companies
must go over a decision process and decide whether the
blockchain technology should replace the current system or the
two systems should be combined. In order to successfully make
the decision, developers or researchers must be aware of the
blockchain's features and analyze the improvements that a
change between databases and blockchain technology would
bring to the existing system. In this paper, in order to provide
an outline of differences between blockchain and databases and
also ease the decision process that researchers or developers
must undergo, we conduct a systematic literature review on the
differences between blockchain and databases and possible

features they would provide in a system.

Keywords— Blockchain vs Database, Blockchain Database,
Systematic Literature Review

I. INTRODUCTION

Blockchain technology has gained significant attention in
recent years due to its potential to disrupt a wide range of
industries and sectors. Blockchain can be identified as the
driving technology behind cryptocurrencies like Bitcoin,
Ethereum etc. Although blockchain technology is popular by
its usage in cryptocurrencies, overall it can be considered as a
database technology that provides a data store of transactions
between the participants of the network in a decentralized
way. The benefits of using blockchain are as follows:

e Security: Blockchain is decentralized and
distributed, it is not controlled by any single
entity. This makes it less vulnerable to attacks
and ensures that the data stored on the blockchain
is secure.

e Transparency: Blockchain technology allows for
transparent and immutable record-keeping. All
transactions on a blockchain are recorded and can
be viewed by anyone with access to the network.

e Efficiency: Blockchain technology has the
potential to streamline processes and reduce the
need for intermediaries.

e Decentralization: Because a blockchain is
decentralized, it is not controlled by any single
entity. This can help to reduce the risk of
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censorship and ensure that all parties have equal
access to the network.

The participants of the blockchain network can share data
with each other without establishing trust between them. This
process is made available through a mechanism called
consensus which will be explained in detail in the upcoming
sections of the paper.

We can certainly think of blockchain technology as a
database solution with unique capabilities compared to
conventional database technologies. It provides decentralized
data storage among all the participants of the blockchain
network. Also, eliminates the need for a central authority to
govern the data storage process through consensus
mechanisms between the participants of the blockchain
network. It allows participants that don't trust each other to
share data in a secure way via the usage of cryptographic
protocols. Moreover, ensures the integrity and immutability of
the data by the usage of hash chain technologies like Merkle
Trees.

Blockchain technology is considered a candidate database
solution for existing business use cases due to the unique
capabilities it possesses. Some of these use cases can be listed
as follows:

e Finance: Due to the ability of blockchain to
eliminate trusted third parties from the system,
blockchains can be considered as a replacement
for existing data storage systems in the finance
sector.

e |oT: Blockchains are decentralized by nature and
this property can be integrated to the existing loT
systems to enhance the scalability of the loT
system.

e Healthcare: Blockchain could be used in
healthcare to digitalize medical data and store it
on the chain. In this way, we can achieve a
decentralized medical system that any medical-
related company can access.

e Supply Chain: Data is stored as transactions in
the blockchain and the data is immutable. This
property could be used in supply chains where we
could track a product's lifecycle via the
blockchain.

e Identity Verification: Digital credentials can be
stored on the blockchain. In this way, blockchain



Journal of Millimeterwave Communication, Optimization and Modelling

v.4 (1) 2024

users can authenticate the digital identity of a
person or physical object in a distributed manner.

Although all the mentioned use cases above are currently
being managed by existing database technologies like SQL,
NoSQL, Distributed DBs, etc. many researchers in the area of
blockchain think that in the future, these technologies can be
enhanced or replaced by blockchain databases.

Our Contribution: In our work, in order to help
researchers, decide whether a blockchain database solution
suits their needs or should they replace their existing database
solution with blockchain, we have conducted a systematic
literature review on the subject “interaction between
blockchain and databases”. By doing so, we expect to outline
the main differences between blockchain databases and
conventional databases and explain how these technologies
can complement each other's shortcomings.

The rest of this article is organized as follows. In Section
I, we gave a brief background about existing blockchain
technologies and database solutions. In Section Ill, we
explained the research methodology we follow while
conducting our systematic literature review process and then
we analyzed our results in Section 1V. Finally, we concluded
our research in Section V.

Il. BACKGROUND

A. An overview of Modern Database Systems

The term “Data” can be described as a collection of facts,
figures, measurements and signals. It is the first step on the
road to “Knowledge”. Adding context to data leads us to
information. And meaning plus information equal knowledge.
That is exactly the step where we are utilizing the data to help
to understand situations and make decisions.

As said above, data is a collection, so, like every
collection, it needs to be kept in somewhere safe, accessible,
and unmanipulated. That is the reason why databases are
needed.

It can be said that modern databases were born in the
1970s, that is the year the relational database model came
through. Most of the databases that we use today are still
relational database systems. Relational databases can be
described as collections of data items that have pre-defined
relationships between them. The items are in the form of rows
and columns. Oracle, IBM DB2, MySQL, and Google
Bigquery are some examples of it.

Today, we also use non-relational databases which have
commonly known as “NoSQL” since the late 2000s. In these
databases, the items are not tabular. They store data in
different ways from relational databases. The types are mainly
document, key-value, column, and graph. MongoDB,
CouchDB, CouchBase, Cassandra, HBase, Redis, Riak, and
Neo4J are some examples of NoSQL databases.

B. An overview of Blockchain Technology

The Blockchain is a system that records information,
generally transaction information, as a form of linked blocks.
It is a decentralized system, which means that the records are
kept and maintained on a peer-to-peer network without any
geographical limit.

When a new record is added, the transaction record needs
to be authenticated by the peers of the network. After that, it

will be verified and added to the chain by linking the previous
record with a uniquely encoded key.

This structure makes information manipulation
impossible. Also, it cannot be controlled by a single authority
due to the decentralized architecture. It can be said that
centralized systems are open to manipulation and attacks,
blockchain eliminates these risks.

The architecture of blockchain consists of three layers.
These layers are Applications, Decentralized Ledger and Peer-
to-Peer Networks. Applications developed on top of the
blockchain architecture, the Application Layer, which allows
users to keep track of their transactions and processes, usually
through an interface. The decentralized Ledger is the middle
layer and it can be considered as the main layer. All the key
processes like recording, authentication, encoding, linkage
occur at this layer. Finally, peer-to-peer networks are present
at the bottom layer. It keeps the node types for the
Decentralized layer for different processes.

C. A comparison of Database and Blockchain

A Dblockchain is a decentralized and distributed digital
ledger that records transactions on multiple computers,
making it virtually tamper-proof. This makes it an ideal
solution for a variety of applications, including financial
transactions, supply chain  management, and identity
verification. Blockchain is more decentralized, more secure
due to its distributed structure, and naturally more transparent
as all transactions are visible.

On the other hand, database systems have been in use for
decades and are a key component of many modern systems.
These systems are centralized, meaning that they are
controlled by a single entity, and they use structured data
storage methods to store and manage data. traditional database
systems are faster, more effective and scalable systems
compared to blockchain. This is because the blockchain
requests verification by multiple users for each transaction.

I1l. RESEARCH METHODOLOGY

We have used the guidelines given in [1] to conduct our
Systematic Literature Review (SLR) process. The complete
flow of our process can be seen in Fig. 1. Our flow contains
two phases: Source selection, Systematic Literature Review
which we will discuss in the following sections.

A. Systematic Literature Review

Systematic Literature Review (SLR) is a methodical and
systematic approach to reviewing research on a particular
topic. It involves identifying and analyzing relevant research
in a systematic and transparent manner, in order to provide a
comprehensive overview of the current state of knowledge on
the topic. The steps followed to create SLR are as follows:

e  Define the research question.
e ldentify relevant sources.

e Search and select studies.

e Assess study quality.

e Extract and synthesize data.

e Analyze and interpret the data.
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Overall, conducting a SLR requires a systematic and
transparent approach to reviewing the research on a particular
topic.

Systematic Literature Review

Project Planning and Design

Data Synthesis

Initial Search and Title Fitering

Reporting The Review
(Dissemination)

Final Pool

Fig. 1. Overview of our Research Process

B. Goal of our SLR

Our purpose in this study is to understand, review and
analyze the effects of blockchain technology on the
development of modern database systems and explain the
relationship between databases and blockchains and thus
provide a summary for the researchers in this area.

C. Research Questions

According to the methodology we follow in our research,
specifying the research questions (RQs) is the most important
part of any systematic review as these questions drive the
entire systematic review process:

e Primary studies that address the research questions
must be found during the search phase.

e The data extraction method must provide the
necessary data to provide answers for the research
questions.

e The data analysis method must synthesize the data
generated from the data extraction process in order
to answer the research questions.

Based on the goal of our SLR we have defined our RQs as
follows:

e RQ1 - What are the top differences between
blockchain-based databases and conventional
databases in terms of database functionality? :
Main differences between Blockchain-Based
Database Systems and Conventional Databases.

e RQ2 - When to use Blockchain-Based Database
Storage? When should we use blockchain
technology as a database? Develop a decision tree for
the question.

e RQ3 - Business use cases which commonly use
Blockchains instead of Databases Which
technologies like the Internet of Things (loT),

Supply Chain, and Auditing Systems use
blockchain-based database systems?

e RQ4 - For which criteria Blockchain-Based
Database = Systems are preferred over
Conventional Databases? : Which feature of the
blockchains (immutability, decentralized
technology, etc.) make them preferable over
conventional databases?

D. Research Paper Pool

We have used two popular digital databases, Google
Scholar and Scopus in our research process to form our initial
review paper pool. Although the coverage of Google Scholar
is much higher compared to Scopus, we have used Scopus to
reduce the bias in the paper selection process as much as
possible. We have finalized our initial research paper pool at
45 papers.

The search strings we have used in Google Scholar and
Scopus platforms are given in Table 1. For our paper selection
process, we have used abstract and title-based selection.

TABLE I. EARCH RESULTS FOR GOOGLE SCHOLAR AND SCOPUS
Search String Number of Papers
Blockchain versus database 92
Blockchain and database 155
Blockchain database 2900

E. Exclusion and Inclusion Criteria

We have defined inclusion and exclusion criteria in order
to guarantee that the papers that are irrelevant to our study are
excluded and the ones that are relevant are included in our
paper pool. The exclusion and inclusion criteria we have
defined are as follows:

e  Can we access the paper in pdf format?
e |sthe paper written in Turkish or English?

e Does the paper focus on differences between
Blockchain and Conventional Databases? Or can
we extract the information ourselves from the
paper?

Based on the “Yes” and “No” answers for every criterion
for each paper, we have included the papers that had “Yes” for
all the criteria and excluded the rest.

F. Final Pool of Papers

Our paper pool was finalized at 23 papers after applying
exclusion and inclusion criteria. To ease our collaborative
work, we have designed an online spreadsheet in which we
could put comments for each paper after the review process.
The format of the online spreadsheet is given in Fig 2.
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Voting

Dacument Links
{Google Drive)

o Paper Title

Data
Digital Database  extracti
on

OQutcome  Criterion

Google Scholar EXCLUDE 1 1

Google Scholar 55 |EXCLUDE 1 1 0

Goagle Scholar INCLUDE 1 1 1

Goagle Scholar 55 INCLUDE 1 1 1

Google Scholar INCLUDE 1 1 1

Google Scholar 55 |EXCLUDE 1 1

Google Scholar BO INCLUDE 1 1 1

Goage Scholar 55 INCLUDE 1 1 1

Fig. 2. Our Paper Pool

G. Final Pool of Papers

We divided our final paper pool into two pieces, then every
member of our team extracted data from the research papers
assigned to him/her. We have defined separate cells in our
online spreadsheet for the data extraction process. Each data
extractor added his/her comments to these cells and also added
the answers to the RQs that he/she extracted from the research
paper. Our extracted data has the following format:

o Name of the Data Extractor

e Date of Data Extraction

e Title, Authors, Journal, Publication Details
e  Type of the Paper (Contribution Facet)

e Answers to the RQs

e  Space for additional notes

Fig. 3 indicates an image of our data extraction process for
the RQ1 on a paper from our paper pool. In the image, one of
our team members has extracted a relevant text from the
article as an answer to RQ1. This process is repeated for all of
the RQs and papers in the paper pool.

Source Paper Title

Fig. 3. Our Data Extraction Process

IV. RESEARCH RESULTS

In this section, we report the results of our data extraction
process and provide answers to the RQs we have defined.

A. Main differences between Blockchains and Databases

In the first RQ, we have examined the main differences
between  Blockchains and  Conventional  Database
Management Systems.

One of the key differences is the performance issue.
Blockchain tends to be slower than conventional DBs in terms
of reading and writing the data. It means, while working with
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high-volume data, DB handles this better. The average latency
of transactions is higher on Blockchain than on conventional
DBs. (See Papers; [2], [3], [4], [5], [6], [71, [8], [9])

Another one is centralization. Blockchain is decentralized
while conventional DBs are mostly centralized. In centralized
type, DB presents one place and multiple users can access it.
However, in a decentralized structure, data is split and
distributed through several locations within the network. The
decentralized structure's main advantage is fault tolerance -
robustness. Also, since it has not had a single point of failure,
better able to cope with malicious attacks. Moreover, we do
not need to trust a central entity to provide the correctness of
the state, it is publicly verifiable.

Another difference about centralization is, transactions are
accepted to the blockchain via a consensus mechanism rather
than a controlling central party. (See papers; [10], [11], [4],
[5], [12], [13], [14], [9])

Blockchain is transparent and immutable whereas
conventional DBs are not, which means transactions on the
blockchain cannot be deleted or altered by some centralized
entity. These processes can be executed on conventional DBs,
DBs have transaction logs for these. (See papers; [10], [11],

[15], [16], [9])

Blockchain allows access to it without any central
administration. There is no administrator on the blockchain
whereas DB has administrators and super users. It makes
accessibility easier and in a more democratized way on
Blockchain compared to conventional DBs. Everyone who
has a computer can join the network on Blockchain. Access is
unlimited and uncontrolled, unlike DBs. This can be
questioned in terms of the confidentiality of the data. For
security issues, blockchain uses cryptography (chained
hashes) rather than traditional access control like DBs.
Authentication is assured through complex mathematics. (See
papers; [10], [11], [3], [4], [13])

One of the most important concepts about databases is data
analysis. For this, data querying is a key concept. Querying
conventional DBs are easy with some specialized query
languages like SQL. Even though querying NoSQL DBs also
harder than SQL, on Blockchain, querying data is harder than
conventional DBs whether it is SQL or NoSQL. Information
retrieval takes extra programming efforts on Blockchain,
unlike DBMS. (See papers; [16], [17], [9])

Another point is redundancy. In blockchain systems,
redundancy is inherently provided through replication across
the writers. In conventional DBs, redundancy is generally
achieved through replication on different physical servers and
through backups. Also, on the blockchain, every node is the
last copy of itself whereas, on conventional DBs, the central
authority has the copies. (See papers; [4], [13])

Energy consumption is massively larger on Blockchain
than on conventional DBs. (See paper; [3])

B. When do we need Blockchain?

As discussed in the first question, the main advantage of
blockchain over traditional DBMS is granting trust between
parties. We need blockchain when the interaction between
different parties lacks trust. When security and trust concerns
come up between parties, we can use blockchain over
traditional DBMS to eliminate the concerns. Transactions are
completely transparent on blockchain due to its decentralized
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structure. Also, the immutability feature provides the
guarantee that no transaction can be manipulated by some
central authority. (See papers; [2], [10], [11] [3], [18], [13],
[19])

Another thing is the performance issue. Again, as
discussed at the first question, blockchain's performance is
worse than conventional DBs. If we do not need huge
performance, if the performance requirements fit the
blockchain structure, it can be needed over traditional DBs.
There is a trade-off in this area, between advantages like
decentralization, granting trust between parties, and security
vs. performance. If this trade-off balanced well for the case,
then blockchain might be a good solution for database
management. (See papers; [2], [4], [5], [13], [19])

Blockchain is needed when fault tolerance is needed for
large software systems. Because of the distributed nature, it is
the best choice for the robustness of the database. Also, due to
the uniqueness of the information and complete
synchronization of the processes, data integrity can be granted
in any case on the blockchain. (See papers; [15], [4], [7], [20])

We need blockchain when decentralization is the key
issue. If we do not want a central authority to grant access,
manipulate data, etc., we should use blockchain to everyone
has control over transactions. (See paper; [18])

C. Business use cases that use Blockchain over Databases

During our data extraction process, we have tried to
answer the question; which business use cases use blockchain
technology as a database technology? The answer to our
question can be seen in Table Il.

TABLE II. BUSINESS USE-CASES
Business Papers
loT [2], [11], [13], [21], [22],

[25], [28], [29]

(3], [4], [8], [11], [13],
[15], [19], [20], [23], [27]

Finance and Banking

Supply Chain [4], [8], [13], [18], [19],
[23], [24]
Healthcare [4], [8], [11], [18], [19],
[21], [24]
5G [21], [22], [31]

Digital Identity & E-voting | [11], [13], [18], [19], [24],

[26]

D. Why do we prefer Blockchain over Conventional
Database?

The first criterion to prefer Blockchain over Conventional
DB is its decentralized architecture. There is no central
authority on Blockchain. So, it is better in the context of
transparency and no need to trust a third party. The data cannot
be manipulated by an authority. Transactions are recorded
with consensus mechanisms. Also, decentralization grants a
more robust and fault-tolerant system compared to
conventional DBs due to its distributed nature. The data
restoration process is much easier than conventional DBMS.
(See papers; [2], [10], [11], [15], [21], [3], [22], [4], [18], [13],
[19], [8]. [20], [24], [9]. [30])

Another criterion is integrity and data security. Due to the
consensus mechanism and immutability feature, we can
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always be sure that data on the blockchain has not been
changed and manipulated. This also brings security with
cryptographic features in it. The immutability nature brings
trust to the data processed on blockchain whereas
cryptography secures the data completely. Therefore, with
these two, we can say that blockchain is much more secure
than traditional DBs. (See papers; [10], [11], [15], [5], [19],

(81, [91)

The last thing is anonymity. It is due to blockchain's open-
source technological background. Everyone who has a
computer can join the network without any authorization. This
brings the availability and universal access to the blockchain
structure. Another advantage of this is reducing transaction
costs. Blockchain allows everyone on the network to conduct
transactions. (See papers; [11], [15], [18], [20])

V. CONCLUSION

Although blockchain technology is still in its infancy, the
technology is being actively developed and improved by many
professionals around the world, and its likely that due its
nature, it will provide some unique capabilities to the system
where it is used. In the context of analyzing the interaction
between blockchains and databases, we have conducted a
systematic literature review where we outlined the main
differences between blockchains and databases, identified the
business use cases that can benefit from blockchains, and
listed the advantages of blockchain systems over databases.
We also tried to answer the question “When do we need a
blockchain?”.

During our study, in order to ease our research process and
improve our work as a team, we used a well-known systematic
literature review guideline for software engineering [1]which
sped up our research process.

We believe that our research will benefit the sector
professionals or the researchers in deciding if the system at
hand can benefit from a blockchain or a database solution
should be enough and also provide a guideline when
examining blockchain capabilities over databases.
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