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Abstract—The availability, reliability, security of 

information and telecommunication networks and systems 

constitute crucial pillars for enhancing standards of living, 

employment, business and civil society organizations, 

augmenting their activities and realizing the economic potential 

of the nation. 

The paper addresses the implications of information and 

communication technologies (ICTs) in the organization, 

coordination, and perpetration of violent unrest. With global 

trends in ICT developments and the digital population of the 

world in mind, it analyses their significance in certain phases of 

unrest. 

The results and conclusions stated in the article are reached 

based on philosophical and ideological, general scientific and 

special scientific methods and approaches of research: 

dialectical, formal-logical (analysis and synthesis, induction, 

and deduction), synchronous comparative legal method and 

others. 

An examination of the use of ICTs during a violent riot 

emphasizes the following variations of their utilization: a) 

informational interaction, communication, incitement; b) 

mobilization of crowd; c) organization of riots; d) allocation of 

roles; e) coordination. 

As of today, an imminently significant challenge arises out 

from the criminal liability of internet service providers. The 

dissemination of information on the Internet involves, in 

addition to the author himself, other entities, in particular the 

owner of the network information resource, the owner of the 

server, etc. 

Accordingly, the liability of ISPs for failure to restrict access 

to information containing advocacy, incitement, recruitment or 

other involvement in the commission of acts of mass unrest on 

the part of Internet users arises only if they are aware of the 

social danger of not restricting access to such information, 

anticipate the dangerous consequences of mass unrest as a direct 

consequence of such failure and, in so doing, knowingly direct 

their intellectual and physical efforts towards it. 

Keywords—information and communication technologies, 

riots, organization of riots, incitement to riot, intermediary 

liability, internet service providers, mob assembly. 

I. INTRODUCTION 

Security is essential in all aspects of everyday life: 
technical, biological, political, economic, social, territorial, 
and so on. It is critical not only to accurately describe this idea, 
concept, and its derivatives, but also to appropriately use them 
for their intended purpose.  

From this perspective, the state of security can be defined 
as the defense capability from internal and external threats 
targeted at national interests, i.e. ensuring the rights and legal 
interests of individuals, society, the state, and the sustainable 
development of urban and human settlements. 

All communication networks, databases, and information 
sources have so far been integrated to form cyberspace [1].  

Under the context of cybersecurity, it is feasible to identify 
both the vulnerability posed by this new place/space and the 
behaviors or processes aimed to make it (more) safe [1]. It is 
a combination of actions and methods, both technological and 
non-technical, aimed at safeguarding the bioelectrical 
environment and the data it stores and conveys from all 
potential dangers [1]. This very desirable outcome has yet to 
be realized.  

This paper reveals precisely the non-technical measures of 
cyber security. 

Delinquency, crime are de facto objective phenomena in 
the course of which human behavior unfolds in the spatial and 
temporal aspects of the interaction of the individual (motor 
and mental activity) with the environment. It affects the 
combination of subjective and objective factors (phenomena 
and processes) of that reality [2]. The offender, the victim of 
a crime (the object of assault); the circumstances of its 
commission; as well as the real-life situation of a crime 
comprise a crime mechanism, the essence of which is 
expressed in the functional-activity qualities of the system of 
these elements and the regularity of their interaction [2]. 

Often criminals exploit objects and realities in the course 
of their criminal acts. Rationale behind this may be the desire 
of the offender to simplify the commission of the crime, or 
rather to gain a mechanical/machine advantage in the 
commission of the crime.  

II. THE INFORMATION SOCIETY 

The information society is an environment that generates 
publicly available information and/or knowledge that 
individuals can use and/or share with the aim of pursuing their 
own sustainable enhancement potential to improve their 
standard of living within legal limits. 

There are several definitions of the information society in 
the specialist literature, based on its key features. The most 
important three of them will be given here. 

Y. Masuda, a Japanese sociologist, who is credited as one 
of the founders of the concept in question, argues that in the 
information society the central function will be digital values, 
while material values will remain in the periphery [3]. The 
fundamental nature of the infrastructure of "computopia", as 
he called the information society, applies to the main source 
of information production. Information utility illustrates the 
predominance of knowledge capital over material capitals [3]. 
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On the contrary, D. Bell, the American sociologist referred 
to the information society as the "post-industrial society". He 
described theoretical knowledge as its fundamental nucleus. 
The codification of theoretical knowledge, he argued, was a 
source of innovation and social change [4]. 

An alternative approach was adopted by F. Webster, who 
defined the information society by classifying it into groups: 
the technological aspect; the economic aspect; the work-
related aspect; the spatial aspect; and the cultural aspect.   

The scale of technological innovation is considered an 
indicator of the formation of the information society, which 
should lead to social transformation because of the significant 
impact on society [5].  

The economic dimension represents the intensification of 
the value of information activity in the economy. A positive 
index in the gross national product of the information business 
will determine the logical conclusion of the achievement of 
the information economy [5]. In the employment-related 
parameter, the information society indicator is the 
predominant number of people working in the information 
field. The emergence of white-collar workers to replace 
manual work, the growth of employment in the service sector 
and the decline in production are clear evidence of this [5]. In 
the spatial criterion, the fundamental emphasis is on 
information networks, and they can subsequently influence 
the organization of time and space. Tools functioning on the 
national, transnational, and global level, equipping the "ring 
of information highway" in the presence of appropriate 
techniques allows us to imagine a "conductive society" [5].  

Television, radio stations, cinematography, books, 
magazines, posters, billboards, shop window signs, personal 
computers, audio accessories, Internet access and hand-held 
computers demonstrate the uninterrupted spread of this field, 
which allows us to speak of information in a cultural 
dimension. At the same time, these factors can be considered 
as tools of the information society. The presented points to the 
media-loaded society in which we live, and the new media all 
surrounds us [5]. Throughout the Age of Enlightenment, the 
public sphere was linked to the development of bourgeois 
literature.  While by the twentieth century the media had taken 
the place of bourgeois literature [6]. In the 21st century, the 
autonomous citizenry was conceived as the ideal of an 
enlightened citizen, digitally networked and discussing issues 
of collective interest [7]. It can be assumed that the traditional 
public sphere tends to move to the Internet, evidence of which 
is the plurality and opposition of the digital arena to the 
"central public sphere" dominated by state, corporate and 
establishment power. This inclination towards an alternative 
public sphere can be explained by the open and free 
communicative nature of the digital public sphere, which is 
represented or supported online from websites to social 
networking sites, weblogs, and microblogs [8]. 

III. THE PUBLIC LEGAL SPHERE (DIGITAL POPULATION) 

Staying inseparable from the public sphere since its early 
conceptualization, the media play a central role in public 
debates, both in more traditional forms and in new forms 
enhanced by digital technologies. The transformation of the 
media paradigm introduces clear changes both in media 
practices and in the role of citizens/consumers/producers. 
New media, in particular the Internet, pose new theoretical, 
methodological, and practical challenges to the shaping of the 
digital public sphere. Traditional spaces dedicated to public 

debate are confronted with different forms of socialization, 
with networked organizations and new channels of 
information dissemination and exchange that actualize "old" 
issues in terms of power, control, and citizen participation in 
public life [9]. 

The theoretical literature defines 'herding instinct' as 
referring to situations where people with private, incomplete 
information consistently make public decisions. 
Consequently, the first few decision-makers disclose their 
information and subsequent decision-makers may follow a set 
pattern, even if their private information suggests that they 
should deviate from it [10]. This 'information cascade' can 
occur in perfectly rational people when the information 
implied by early decisions outweighs the private information 
of any individual. Anderson and Holt conducted a laboratory 
study in 1997 in which they calculated the possibility of one 
person's signals and predictions influencing the decisions of 
another [11]. An information cascade is a sequence of 
decisions in which individuals optimally ignore their own 
preferences and mimic the choices of others ahead of them 
[12, 13]. 

The evolution of social media platforms such as Twitter, 
Facebook, WhatsApp has changed the information cascade 
process. Due to easy accessibility, especially via smartphones, 
a large number of people have joined these social media 
platforms. Moreover, these platforms have become the main 
source of information dissemination or cascade. Important 
news about disasters, riots, epidemics, political issues are 
often spread through these platforms and thus, within a short 
time, specific information reaches a large number of people. 

Accessibility, operational security of information 
telecommunication networks and systems is crucial to the 
sustainable improvement of standards of living, working, 
business organization and civil society. The objects of digital 
legal relations under law include information in the form of 
digital data and information objects with digital data 
(information and communication technologies) [14]. 

Figure 1 illustrates that the development of ICT, especially 
mobile phones, has been more dynamic and faster than the 
introduction of other communication technologies. There has 
been a rapid preference for mobile networks and devices as 
the primary means of communication, including access to the 
World Wide Web. Today, mobile networks cover almost 95% 
of the planet. Meanwhile, mobile broadband networks with 
higher quality Internet connectivity cover about 80%. 

Mobile networks now cover more than 95% of the Earth's 
land area, and mobile broadband networks, which provide 
much better Internet connectivity, cover about 94% [15]. By 
the end of 2022, more than half of the world's population 
(65%) was using the Internet, with the proportion of young 
people (aged 15-24) increasing to more than 75% (Internet 
users in 2005-2022 shown in Figure 2) [15]. The global 
progressive trend in ICT diffusion and growth of Internet users 
allows us to speak of a digital population of planet Earth 
and/or individual countries. 

Today's realities involve both positive and negative 
aspects of the use of ICTs. On the negative side, there is an 
increasing trend of crimes involving the use of such tools. 
Their use is increasingly popular with terrorist, organized 
crime, and extremist groups as a means to influence 
government policy and/or decisions. 
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Fig. 1.  Global trends in ICTs in 2005–2022 (Per 100 inhabitants) 

Source: Measuring digital development Facts and 
Figures 2022. United Nations International 

Telecommunication Union (ITU) 

 

Fig. 2.  Individuals using the Internet in 2005–2022 (%) 

Source: Measuring digital development Facts and 
Figures 2022. United Nations International 

Telecommunication Union (ITU) 

IV. THE CRIMINAL UTILIZATION OF THE ATTRIBUTES OF THE 

INFORMATION SOCIETY (ICTS): RIOTS 

The events of the last decade in various countries around 
the world demonstrate the high efficiency of the impact of 
information and communication technologies on the 
consciousness of the general public in order to aggravate mass 
disturbances. The events of the "Arab Spring", the "colour 
revolutions" (e.g. in former Eastern Bloc countries), the riots 
in Minneapolis with subsequent spread to other US cities, etc., 
are illustrative in this regard. Among other things, one should 
also note the tactical methods used by the non-systemic 
opposition in a number of countries, in which public calls for 
"peaceful" rallies are posted online, with the initial intention 
to inflame and aggravate the situation. 

In assessing the perspectives for exploiting ICTs during a 
riot, the following areas of use can be identified: 

a) Information interaction, communication, appeals;  

b) Mobilising people (rioters);  

c) Organising the riots;  

d) Allocation of roles;  

e) Coordination in confrontation with law enforcement 
agencies;  

f) Coordination in achieving the final objective. 

When public discontent with certain social problems 
arises, ICTs facilitate the exchange of information, 
communication and even calls for specific (not always legal) 
actions. 

A wide range of circumstances can serve as catalysts for 
social unrest. For example, inappropriate or otherwise lawful 
police action; unemployment; poor housing conditions; 
inadequate education; inadequate recreation facilities and 
programs; ineffective political power structures and 
recourse/appeal mechanisms; discrimination against people of 
another race; unfair administration of justice; inadequate 
federal programs; unacceptable municipal services; and low 
levels of social protection [16]. 

Traditional media often do not capture the essence of 
citizens' collective activism. Moreover, the respective 
structures restrict access to some websites and communication 
resources [17]. As an alternative, ICT provides an opportunity 
to overcome such media structures, ensuring the 
dissemination of information without 'filters' and censorship. 

Mass mobilizations can take hours, days, weeks to months 
and involve large numbers of citizens. A popular mobilization 
mechanism involves individuals becoming involved in 
collective wrongdoing [17, 18, 19,]. In addition to the latter, 
both social movements and informal structures (such as 
activist associations) may be involved. At the same time, mass 
mobilization has a certain impact on public opinion through 
the concentration of attention and the involvement of the 
population [20]. A characteristic feature of this phenomenon 
is its disruptive component. 

ICTs reduce the cost of publicizing necessary information 
about social movements in a short period of time, thereby 
increasing the number of active participants [21]. There is no 
doubt that these properties of ICT contribute to the 
organization of mass disturbances [22]. Decentralized, non-
hierarchical organizational structures can be modelled using 
these technologies. 

With the use of ICT tools, organizers can outline tactical 
plans for determining the form of implementation of collective 
action and the allocation of roles to participants in a mobilized 
crowd. The allocation of functional roles among the 
participants in a crowd takes place at the stage of preparation 
for the commission and/or implementation of acts of mass 
disorder as part of the criminal intent. Moreover, this may be 
accompanied by conditional discipline, active organizing 
activities, and an elaborate (if necessary) system of supplying 
the means and implements for the commission of the crime. 

In order to ensure public order and public security at all 
public events, regardless of whether they are authorized or 
unauthorized, they are usually accompanied by 
representatives of law enforcement agencies. There is a high 
risk of confrontation between participants in unauthorized 
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assemblies and law enforcement officials. Depending on the 
objectives of such actions, the organizers may follow several 
scenarios: 

a) They are not interested in a violent confrontation with 
representatives of law enforcement agencies and therefore 
urge participants in an unsanctioned assembly to stop it 
immediately on the first request of the police;  

b) They a priori aim to escalate the confrontation and by 
their provocative actions (appeals, orders, etc.) promote an 
early and violent confrontation with the forces of law and 
order;  

c) They choose not to comply with the legitimate demands 
of the authorities and proceed "on the spot" to coordinate the 
actions of the crowd against the forces of law and order. 

ICTs can be used to transmit alerts in all of the above 
cases: of impending National Guard units, police (riot control 
units); of coordination within 'small groups'; and of command 
for further mass violent action. 

In a mobilized crowd, participants need to be aware of 
specific plans for unlawful activity, as a lack of coordination 
among participants can reduce the effectiveness of the action 
as a whole. The dissemination of such plans can also be 
accomplished through the use of ICTs. 

When assessing the possible impact of ICT use on the 
course of a mass riot, it is necessary to identify the perpetrators 
to be held criminally liable. ICTs and associated devices 
appear to function effectively as tools and instruments of 
crime. At the very least, incitement, organization and 
instigation to mass disorder do not seem possible in the current 
circumstances without the use of ICTs. 

A topical issue today is the criminal liability of Internet 
service providers. The fact is that in the process of 
dissemination of information on the network, along with the 
author himself, other entities are involved, in particular, the 
owner of the network information resource, the owner of the 
server, etc. [23]. In other words, this process involves, in 
parallel, entities providing communication services, in 
particular, operations of receiving, processing, storage, 
transmission, delivery of telecommunications, etc. These are 
usually legal entities or self-employed individuals 
(entrepreneurship & self-employment) providing the above 
services on the basis of a proper license obtained. 

Among ISPs, access providers, hosting providers, caching 
providers, backbone providers and last-mile providers can be 
distinguished. In defining legal responsibilities, ISPs should 
be differentiated according to the functions they perform [24], 
which are described below. 

The functions of access providers include providing access 
to third-party content by moving, routing data without 
permanently storing it [25]. For example, through such a 
provider a user connects to the Internet or an information 
system from his location to the underlying network of the 
Internet [25]. Hosting providers store, make available, third-
party content both on their own and on a rented technical base 
(server) [25, 26]. As a consequence, content is permanently 
online. Most often, users are given direct access to upload 
content to the network, bypassing the mechanism of manual 
control by the hosting provider [25]. 

The mechanism of automatic temporary storage and 
transfer of data, in order to optimise the technological process 

of information transfer, is carried out by the caching service 
provider [27, 28]. Being a technological process, caching in 
order to reduce the intensity of the flow, accelerate the loading 
of Web sites and improve the transfer of information provides 
intermediate storage in the server cache memory [27]. 

The provision of data and communication services is 
usually provided by the transport telecommunications 
infrastructure. Backbone providers lay data links, namely 
connecting strategic parts of the Internet to backbone lines 
[29, 30]. 

The communication line directly from the backbone 
networks to the user/consumer is laid by last mile providers 
[31, 32, 33]. 

The right to freedom of expression is clearly applicable to 
all citizens, provided that they follow the established rules for 
the organization and conduct of events, meetings, protests, 
marches or pickets [34]. However, when there is a conflict 
between the right to freedom of expression and association 
and the need to maintain public order and safety, it is crucial 
to strike a balance. In a democratic state governed by the rule 
of law, a citizen has the right to freedom of expression and 
association [34]. Equally important is the security of civilians, 
who face imminent risks due to potential escalation in the 
exercise of these rights. 

In this context, bans on the dissemination of information 
aimed at propaganda for war, inciting national, racial, or 
religious hatred and enmity, as well as other information for 
the dissemination of which criminal liability is prescribed, are 
justified [35, 36]. 

The owner (moderators) of websites, pages on the Internet 
and/or information system and/or software for electronic data 
processing shall be guided by the established regulations when 
disseminating information on social networks in order to 
attract persons to participate in the mass disorder. That is, they 
must not allow their resources to be used to commit crimes or 
to disseminate information that promotes a cult of violence 
and cruelty.  

Channel-specific policies for information systems and 
programs that enable end-to-end encryption for the 
transmission and reception of messages are also important. 
Cryptographic algorithms in such ICT tools are designed to be 
encrypted in such a way that messages sent and received are 
intended for two parties only, excluding third parties, 
including state agencies, from receiving the information [37, 
38]. Such systems and programs include Telegram, SafeSMS, 
None of your business (NOYB), FlyByNight, Pretty Good 
Privacy (PGP), Off-the-record (OTR), Signal, etc. Obviously, 
riot masterminds can take advantage of such technologies. 

This raises two questions: the possibility of blocking 
specific individuals using ICT for illegal purposes by these 
networks, and the permissibility of the state authorities 
monitoring the communications of citizens with the help of 
such technologies. On the first issue, there are already known 
examples of the blocking of the accounts of the 45th President 
of the United States, Donald Trump, as well as other accounts 
relaying his messages. However, there are many accounts that 
incite, urge, recruit and engage people in violent acts without 
being detected or blocked. Regarding the second question, it 
seems that monitoring and surveillance of correspondence is 
permissible in cases of threats to the security of individuals, 
society and the state. 
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V. LIABILITY OF ICTS 

When qualifying acts of incitement, inducement, 
recruitment, or other involvement of a person in the 
commission of acts of mass disorder on the Internet, it is 
necessary to unambiguously clarify the function performed by 
each particular person (Internet service providers) in 
committing the crime. The existence of guilt and, accordingly, 
the incidence of criminal responsibility for these acts depends 
on the cognitive elements in a person's psyche, i.e. the 
intellectual (the ability to understand the wrongfulness of his 
behavior, foresee consequences) and the orientation of mental 
and physical efforts to make a decision, i.e. the volitional (the 
desire for these consequences to occur) elements of guilt [31]. 

On this issue, we must agree with the position of 
researchers who argue that ISPs providing technological 
support in the communications of subjects, i.e. providing only 
technical support/connecting network access, should not be 
criminally liable [24]. The criminal liability of ISPs arises if 
they have the organizational and technical capacity to 
influence the informational social relations of their users at 
any time. 

Access providers, caching service providers, backbone 
providers and last-mile providers are therefore not liable 
because their activities consist only of technological support 
for the connection of users to the network [24]. In the case of 
a hosting provider there is a special approach to liability 
depending on the specific functions performed. If the hosting 
provider only provides disk space for the physical hosting of 
information permanently on the network, no liability should 
be imposed on it. However, if the competent authorities are 
notified of the illegal content of the uploaded information, and 
if it is technically possible to restrict access to such 
information, the hosting provider should be liable for not 
fulfilling his obligation to restrict access to such information 
[24]. 

In view of the above, it may be argued that the liability of 
Internet service providers for failure to take measures to 
restrict Internet users' access to information containing 
appeals, incitement, recruitment or other involvement of 
persons in the commission of acts of mass unrest arises only 
if they are aware of the social danger of not restricting access 
to such information, anticipate dangerous consequences in the 
form of mass unrest which are a direct consequence of such 
failure, and in doing so consciously fail to take action. 

The guilt of the provider is based on an assessment of the 
factual circumstances of a particular case, the presence or 
absence of a mental attitude in the person's actions towards the 
omission (not restricting access to the information in question) 
which subsequently contributed to the mass disorder. 

CONCLUSION 

To summarize the above, the following conclusions are 
relevant in relation to the exploitation of information and 
communication technologies as a high-tech means of 
committing riots: 

(1) Attributes of the information society, being ancillary 
and peripheral factors, are not a direct determinant of riots. 
Stepping aside from the techno-determinist model, the views 
of Professor C. Fuchs are convincing, because the triggers of 
conflict atmosphere in society are exclusively social relations 
(problems). 

2. The use of information and communications 
technologies by organizers and instigators enables them to be 
included among the sources of threats in the event of social 
unrest. Potentially dangerous areas of illicit use of ICTs can 
be distinguished as follows:  

a) Information interaction, communication, appeals;  

b) Mobilising people (rioters);  

c) Organising mass unrest;  

d) Role allocation;  

e) Coordination in confrontation with law enforcement 
agencies;  

f) Coordination in achieving the final objective.  

3. The criminal liability of ISPs for failing to take 
measures to restrict Internet users' access to information 
containing appeals, incitement, recruitment, or other 
involvement of persons in the commission of acts of riots shall 
only occur where they are aware of the social danger of not 
restricting access to such information, foresee dangerous 
consequences in the form of mass disorder that are a direct 
result of such restrictions and yet consciously fail to act. 
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