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Abstract— Radio Frequency Identification (RFID) 

technology is suitable for IoT applications. RFID is cheap and 

light weight and hence it is very popular in IoT technology. The 

concern of research community is the privacy and security issue 

of RFID system. Due to low storages of RID tag it a challenging 

research problem to ensure privacy and security such as data 

visibility, loss, modification, eavesdrop etc.  In this paper we 

propose a new RFID authentication protocol for RFID system. 

It ensures privacy and security in IOT environment in a more 

efficient way. To ensure better security we use a different 

password for each tag and it changes after each authentication 

process. It also can protect from an unexpected lack of 

synchronization in case an incomplete authentication is held for 

any unwanted problem in authentication phase. The proposed 

protocol shows some relatively superior performance in some 

aspects of computation and storages.  

Keywords— RFID security, IoT, privacy, recovery, 

authentication 

I. INTRODUCTION (HEADING 1) 

Various types of sensors and RFID technology are the 
essential component in the present deployment of IoT. RFID 
tags are used in many applications now a days. It is used in 
automation of automobiles, logistics management, toll 
collection in roads, animal tracking, etc [1][2].  The RFID tag 
is used as Electronic Product Code (EPC). It is standardized 
by EPCglobal Inc [3]. Due to thee small size and low-cost of 
the RFID tag it is used to identify items or objects 
automatically. An RFID system typically consists of three 
components. These are tag, reader and database in the back-
end[4].   

There are two types of RFID tags: active and passive. 
Typically passive tags are inexpensive where as active tag 
contains batteries to power their transmission. An RFID tag 
comprises a unique code as identity which can be used to 
identify any item or object. Using this unique code in an RFID 
tag it is possible to track the tag uniquely. Typically the code 
and information in RFID tags are transmitted in plaintext. In 
IoT environment the information in the tags may contain 
sensitive data. But without proper security protections this 
system may be less attractive for many practical applications 
[1]. The main challenge to ensure security is that, employment 
of traditional cryptography is not applicable in a low-cost, 
small size and lightweight passive RFID tags[5].  

The paper aims the goal to develop a new scheme to solve 
these issues and to offer an efficient and secure protocol for 
RFID systems which can overcome from de-synchronization 
for any incomplete authentication and abnormal termination.  

 

This paper aims to develop a new authentication scheme 
using a password that is changed after each authentication.  
The identifier and secret password are exchanged with 
lightweight encryption and light-weight  hash function using 
random numbers so that the code and secret transmitted by the 
RFID systems are anonymous.  In this way the scheme aims 
to ensure the privacy and security of RFID systems of the 
issues outlined above.  It specially aims to ensure location 
privacy and recovery in case of desynchronization discussed 
above with less computation.  The main contributions of the 
proposed scheme are: 

(1) To develop a secure and light weight authentication 
scheme for RFID system 

(2) Resist all known attacks like tracing, impersonation, 
information leakage etc. 

(3) RFID tag identifier and secret password are always 
encrypted and hashed so that tag ID is never disclosed. 

(4) To ensure less computation, storage  and lower 
communication cost. 

(5) To ensure synchronization in the case of 
communication failure. 

The rest of the paper is organized as in following sections. 
In Section II the model for security and privacy for RFID 
systems and performance criteria are explained for the RFID 
systems. In Section III related works are outlined.  Section IV 
presented the proposed protocol. In this Section the protocol 
is also explained together with a recovery example in the case 
of abnormal termination of the authentication. The 
performance, privacy and security of the scheme is evaluated 
in Section V. In Section VI the analysis and the result of 
simulation are outlined. The conclusion is placed finally in 
section VII. 

II. PRIVACY AND SECURITY OBJECTIVES FOR  RFID  

To ensure privacy or security of the contents of the RFID 
tag there are several goals are identified. The objective of 
security protocols are to keep the data secret and to protect 
data during the transmission between the tag and the reader 
from tentative attacks. 
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• Information leakage: Every tag in an RFID system 
has a unique code and other data that are transmitted to 
the system. Due to this unique code it can be easily 
identified and the data may be leaked. To ensure the 
protection from the leakage of information of both 
identity and data, an RFID system requires security 
protection so that unauthorized person or adversary 
cannot access any information from the tag. 

• Traceability and Location privacy: Sometimes it is 
enough to harm if any how it can be tracked or linked 
with any person to a tag. When a transmitter sends any 
fixed response to a receiver, an attacker may 
differentiate and identify the response.  After this it 
may track the location of the user.  

• Mutual authentication: Authentication of the tag and 
the reader with each other is done by transmitting their 
code and other secret with each other. If they are 
matched with their own information then they 
authenticate each other. 

• Impersonation and Forward security: An adversary 
may collect the code and data during transmission 
between the tag and the reader. If any data can be 
identified it can be used to impersonate the tag to 
exploit in future.   

• Message Interception or denial of service (DoS): An 
adversary sometimes may initiate to prevent 
communication between the tag and the reader. If the 
adversary is successful to interfere the transmission 
then it can cause de-synchronization between the 
server and the tag. 

III. RELATED WORKS 

There are different types of RFID authentication schemes 
to ensure privacy and security in an RFID system. Many 
schemes work with static code and few other work with 
varying code or secret. 

In [6, 7, 8] the authors proposed various protocols that 
work with static codes to ensure security or privacy. The 
advantage of these schemes in pervasive computing 
environment is that it is easy to work and manage since it does 
not face any synchronization challenges. Molnar et al. [6] 
presented a novel authentication scheme to implement in a 
library system. To ensure anonymity and privacy it utilizes a 
pseudorandom number and secret key shared by the tag and 
the reader. In this scheme the code and the secret are fixed and 
the random number transmitted in plain text which can be a 
cause to break the privacy of the tag by the adversary.  

In [7] Rhee et al. also outlines a mutual RFID 
authentication protocol (CRAP). This protocol also used fixed 
code or identifier suitable in IoT pervasive computing. 
However,  hash functions computations makes the scheme 
inefficient for a large number of tags in pervasive computing 
of IoT.   

In [8] Choi et al. presented another protocol with static 
identifier which is hash based low-cost and sized 
authentication scheme. It is also suitable for pervasive 
environment like IoT. This scheme is not appropriate to 
protect from impersonation attack and traceability attack for 
its counter parameter used in the scheme [9]. 

Ohkubo et al. [10] presented a privacy scheme for RFID 
system using a hash chain (HC) method. The method utilized 
two one-way hash functions to ensure privacy and security. 
However, it is not suitable in practical situation due to the uses 
of a large number of hash chains in back-end database.  

To ensure the privacy and security of the RFID systems in 
an effective manner varying coder or secrets are used in some 
authentication schemes. This paper listed few of the schemes 
using varying codes and secret for the authentication process 
presented as follows: 

Few of early researchers have also proposed 
authentication schemes to ensure privacy and security of 
RFID systems using varying codes or secrets [11, 12, 13, 14]. 
These are protected against many attacks. Due to varying 
codes they include the recovery process for accidental de-
synchronization or incomplete authentication process. 
However, the hash function is used from the identifier only. If 
any authentication phase is incomplete, an unauthorized user 
can take the responses for the next phase to break the security. 
Hence the unauthorized user can intentionally use the 
collected information to use for man-in-the middle attack and 
it can also be a threat for location privacy. 

Chien and Chen [11] presented a mutual authentication 
protocol to ensure protection from a replay attack. To ensure 
synchronization this protocol uses a database to store new and 
previous key values of the tag which can prevent from a DoS 
attack. The authentication key and access keys are always 
updated and hence prevent a traceability. However, this 
protocol is vulnerable to forward and backward traceability. If 
an adversary can capture the information from a tag it can 
trace the previous interactions of the tag from previous 
transmission and the identifier of the tag.  By using the 
immediate previous transaction and identifier it may be 
possible to recognise any transaction in future.  

Another hash-based identifier variation scheme (HIDV) is 
presented by Henrici et al. [12]  which utilizes a hash function 
to prevent location privacy by altering the identifier after each 
successful session. However, if any session is terminated 
incompletely an adversary can use the same hashed response 
for which it may open the risk for impersonation attack say 
spoofing.  

Lee et al. [13] also proposed an authentication scheme that 
improves and simplifies the HIDV scheme in security and 
efficiency. It also has the same limitation as in HIDV scheme 
that a tag always uses the same hashed response before the 
next authentication allows tracking the tag. 

Dimitriou [15] introduced an RFID authentication scheme 
to protect the privacy and security.  It also protects against 
cloning of the tag. This scheme also uses the hash function of 
the id to a reader and it maintains scalability at the server. The 
back-end server replies the message with the altered new 
identifier to the tag after receiving the response from the tag.  
This scheme also has the problem of tracking due to the fact 
that between valid sessions, the tag id remains the same.     

Song and Mitchell [14] presented an authentication 
scheme for RFID system and also introduced a protocol for an 
ownership transfer [16] to prevent from all attacks. These 
protocols show better efficiency in terms of storage and 
computation. However these are vulnerable to impersonation 
attack for both the tag side and reader side. 
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Hoque et al. [17] introduced an authentication protocol  
that also supports both security, privacy and recovery of id  in 
RFID systems. The protocol also can synchronize the value of 
tags and readers and thus ensures robustness. This protocol is 
expensive in as it requires a large number of  hash functions 
and computations. 

Cai et al. [18] presented an enhanced version of 
authentication protocol described in [8] to overcome the 
limitations by retaining all the security and privacy 
protections. The modified protocol also uses almost similar 
storage and computation requirements as in the previous 
protocol. 

Shafiq et al.[19] proposed a new protocol for varying 
identifier, random number and low-cost operation like XOR, 
Rot and new function Rank to guarantee privacy and security 
for the RFID tag and reader.  However, the IDS information 
is transmitted in plaintext which may be tracked by an 
unauthorized user. 

Peris-Lopez et al. in [20–22] proposed various lightweight 
protocols RFID systems to ensure privacy and security. The 
protocols outlined in these papers are LMAP, 𝑀2AP, and 
EMAP. The protocols are efficient and utilized low-cost 
operations like bitwise OR, XOR, and 𝑠𝑢𝑚 𝑚𝑜𝑑 operations. 
However, these protocols are also vulnerable at security attack 
and de-synchronization [23, 24]. 

In LPCP [25], an enhanced security scheme  of RAPP [26] 
is proposed to overcome the weakness  in security. To improve 
security performance, the protocol also uses a mechanism of 
secret key backup.  However, the RAPP protocol is still 
insecure against de-synchronization attacks. 

In [27], another new authentication scheme for RFID is 
proposed. The Ultra-lightweight protocol SLAP uses simple 
bitwise XOR, rotate with left circular Rot(⋅,⋅)  and 𝐶𝑜𝑛(⋅,⋅) for 
conversion operations. For implementation of these 
operations the inexpensive passive tags were appropriate. 
However, the protocol is vulnerable against various attacks 
like traceability, de-synchronization and replay attacks. 

Liu et al. [28] utilizes Shamir’s (2, 𝑛) ultra lightweight 
scheme UMAPSS for RFID authentication. The scheme can 
protect the system from the known security problem 
efficiently. 

In [29], a lightweight authentication protocol IOLAS for 
passive RFID tags is introduced. The scheme can ensure all 
known security protection efficiently. 

In [30] Xiao et al. presented a block cipher-based RFID 
authentication protocol named LRSAS. The author claimed 
The protocol guarantees all known security protection 
efficiently but Trinh et al. [31] reported that the protocol is 
susceptible to de-synchronization and secret disclosure 
attacks. 

Some other schemes [32][33][34],[35] and [36] use almost 
similar lightweight encryption and showed relatively better 
performance but with a cost of compromising few security 
protections.   

An essential research objective is to formulate a security 
scheme for RFID technology in IoT environment that 
addresses the issues and solve these problems efficiently with 
limited capability in computation and storage of an RFID tag.  

 

IV. OUR CONTRIBUTION: A SECURE LIGHTWEIGHT 

AUTHENTICATION SCHEME (SLAS) 

In this section, a new scheme (SLAS) is proposed.  The 
notations used in this protocol are as follows: 

 

Notations   

 

h        hash function   

l         The length  

r1        First Random number 

r2        Second Random number 

ID      Tag Code / Identifier 

X        variable Secret  

S        Secret number 

A = AL||AR 

B  = BL||BR 

       Bitwise XOR 

      Concatenation  

      Assignment  

 

Tag Initialization 

Tag: Each tag contains three fields: 

ID: Tag Code/ Identifier 

X:   Variable Secret  

S:   Helping Secret 

 

Reader: Reader contains no field. It uses the data from 

database. 

 

Database Initialization: The database has four fields: 

ID: Tag Code/ identifier 

X:  Variable  Secret  

S: Helping Secret 

Xprev: X in previous phase 
 

Operations in SLAS Scheme 

 

If a tag approaches within the range of any reader, the session 

of authentication scheme is initiated. The scheme is outlined 

in Fig.1. The steps in the scheme are as follows. 

 

Step 1: A reader generates the first random number (r1) and 

transmits a request with it to the tag. 

 

Step 2: With the response from the reader the tag generates 

second random number (r2).       

  It then computes 

       )||||( 21 rrIDhA
 

       2rXC 
 

       
CSP   

. 

Step 3: The tag replies with the values AL, C and P to the 

targeted reader. 

The reader transmits this data to its database. 

 

Step 4. The database side then computes  

                 
CSP    for all S 

                  ComputesPPif =    
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CXr 2
and )||||( 21 rrIDhA           

     LL AAif =   

               ID of the tag is authenticated. 

               For next session    

              XX prev     
and    

             
 

),( 2rXhX  .  

        )||||||( 21 rrXIDhB 
 

                     else 
LL AAif   

Computes 

   CXr prev 2
and  

)||||( 21 rrIDhA    
 

                 

     
LL AAif =   

                                              ID of the tag is authenticated. 

                                              For next session    

                
prevprev XX 

 
 and    

                ),( 2rXhX prev  

           )||||||( 21 rrXIDhB 
              

  

     else ignore the message and  

      Computes unknownB 
 
    

 

Step 5. The reader replies with BR to its tag. 

 

6. The tag then performs the following operations: 

  

   
),( 2rXhXT 

 
)||||||( 21 rrXTIDhB 
 

   
RR BBif = the tag authenticates and updates      

               XTX 
 

 

 

Database 

ID, S, X, Xprev 

 Reader    

            

Request, r1               
 

 

 

AL,,C,P 

Tag  

ID, X, S 
 

   

 

 

 

Computes  

   for all S     CSP   

   ComputesPPif =  

         
CXr 2

and )||||( 21 rrIDhA     

                             

  

Generate random number r2 

)||||( 21 rrIDhA
 

2rXC 
 

CSP   

 

 

 

 AL,C,P  

   

LL AAif =   

        ID of the tag is authenticated. 

        For next session    

              XX prev     
and    

             
 

),( 2rXhX  .  

             )||||||( 21 rrXIDhB 
 

else 
LL AAif   

Computes 

   CXr prev 2
and )||||( 21 rrIDhA                     

     
LL AAif =    

               ID of the tag is authenticated. 

               For next session    

                
prevprev XX 

 
 and    

                ),( 2rXhX prev  

              )||||||( 21 rrXIDhB 
              

  

     else ignore the message and  

      Computes unknownB 
 
    

           

 

    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     BR 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   BR 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

),( 2rXhXT 
 

)||||||( 21 rrXTIDhB 
 

  

RR BBif =  then the tag 

authenticates and perform   

          XTX 
 

 

Fig. 1. Proposed SLAS Scheme 
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V. ANALYSIS AND EVALUATION 

In the process of evaluation of the proposed scheme the 
privacy, security and efficiency are considered for analysis.  It 
was a challenging task to select various existing authentication 
schemes to compare performance with tour proposed SLAS 
scheme.  The proposed scheme SLAS  has been compared  
with various existing and  relatively recent protocols having 
good performance   ultra-lightweight RFID authentication 
schemes. These selected scheme are  URASP [8], 
ESRAS[19], IOLAS [29], RSAS [30], RAPP [31],RAPLT 
[32], SLAP [38], LMAP [41], 𝑀2AP [42], EMAP [43], LPCP 
[44], David–Prasad [54], RRAP [56], and URMAP [58]. Most 
of these protocols require relatively lower cost and storage in 
comparison to other protocols those are not selected.   

A. ANALYSIS OF PRIVACY AND SECURITY  

To evaluate the privacy and security we selected the 
threats [19] discussed in section II. It is shown in TABLE II. 

Information leakage: In this protocol the information is 
either transmitted in a hash function.  Without knowing the 
value of  ID, X, S an adversary cannot authenticate. The value 
of ID is always hashed with a function when transmitted. 

)||||( 21 rrIDhA
 

2rXC 
 

CSP   

The value of X and S are transmitted using XOR but the 
value of X is updated by a hash function after every 
authentication phase. 

),( 2rXhX   

The combination of r1 and r2  with X, S and ID produces 
an unpredictable response so that the adversary cannot access 
any information. In can only guess with a costly computation 

with negligible probability 
l2

1
. 

Mutual authentication: In the proposed mutual 
authentication with the tag and reader is done by a very strict 
privacy and security mechanism. The reader server 
authenticate by the secure transmitted message part by 

comparing the expression 
LL AA   

The tag also authenticate by the secure transmitted 

message part by comparing the expression 
RR BB =  

In this way the mutual authentication is established in the 
tag and the reader in a secure way. 

Location privacy: The information transmitted by A 
cannot be tracked with any targeted tag.  Two new random 
numbers r1, r2 are generated in every authentication process 
and the value of X also updated by using random number and 
hash function as follows: 

)||||( 21 rrIDhA
 

2rXC 
 

CSP   

),( 2rXhX   

 
In a simulation program the anonymity of the response are 

tested and found the tracking and location privacy breaking is 

not possible. Even if an adversary sends the same random 
number r1 many times it ensures anonymity in each session 
by transmitting new values of r2 and X. 

Impersonation and Forward security: The scheme 
follows a complete challenge-response method using mutual 
authentication. Without accessing the value of tag code (ID), 
two secrets X and S an adversary cannot impersonate. 

)||||( 21 rrIDhA  

In each session the tag and reader generates new responses 
of A and B using two fresh random numbers. These are fully 
indistinguishable from other response in other sessions hence 
he impersonation are not possible and forward security is 
ensured.   

)||||||( 21 rrXTIDhB   

Message interception: The scheme can recover from the 
abnormal interruption can be synchronized automatically. If 
the last transmission is interrupted then in the subsequent 
authentication session the database side can use the older 
value Xprev  using random numbers to authenticate and 
synchronous the system. 

),( 2rXhX prev  

  )||||||( 21 rrXIDhB   

Forward security: The proposed protocol uses varying 
secret in each successful new session. So the scheme ensures 
the privacy and security of the past communications in case 
the tag is compromised by an unauthorized reader. It cannot 
discover previous secret and random number. Moreover the 
ID is never transmitted in plain text. Also the adversary cannot 
get access of future data and secret. 

B. EFFICIENCY ANALYSIS 

In this paper the communication cost, computation cost 
and storage cost were chosen for analysis of efficiency. The 
low-cost small sized tag has very limited computational and 
communication ability. The objective of the scheme is to 
minimize storage and computational and communication 
capacity requirements.  By considering these issues the 
proposed SLAS scheme gives the performance as in Table II.   

Computation cost: The proposed scheme does not use 
CRC, traditional high cost encryptions or decryptions. It uses 
simple bitwise XOR and lightweight hash function.  

Communication cost: Another objective of the RFID 
authentication scheme is to reduce the communication cost 
sent by the tag. It denotes the number of transmitted data from 
the tag side in each authentication phase. It is assumed that all 
the field have same length of L. In our proposed scheme the 
communication cost from tag is 2.5L. 

Storage Costs: For identification and authentication 
purpose the tag stores ID, secret and some other shared 
information. The objective is to optimize the memory space in 
tag by ensuring all the security issues discussed. The proposed 
scheme requires a total three parameters including its ID and 
two secrets X and S.  So the storage size requirement in the 
tag is 3L.Tt requires relatively less storage in tag and in 
database side than some schemes and offers protection from 
all threats discussed in section II. The storage cost in the 
database side is 4L.
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TABLE I.  SECURITY AND PRIVACY COMPARISON AUTHENTICATION SCHEMES. 

Scheme Mutual 

authentication 

Forward 

Security 

Tracking 

Prevention 

Synchronization  Leakage 

Protection 

Diffusion function 

Security  

URASP [8] Yes X Yes Yes Yes Yes 

IOLAS [29] Yes Yes X Yes X X 

LRSAS [30] Yes Yes No Yes X X 

RAPP [31] N Yes No N Yes Yes 

RAPLT [32] N Yes No No Yes X 

SLAP [38] Yes Yes Yes No Yes Yes 

LAMP [41] X No No No No X 

M2AP [42] X No No No No X 

EMAP [43] X No No No No X 

LPCP [44] Yes X Yes No Yes X 

David-Prasad [54] X N N X N X 

R2AP [56] Yes Yes Yes Yes Yes N 

URMAP [58] Yes X Yes X Yes Yes 

ESRAS[19] Yes Yes Yes Yes Yes Yes 

SLAS(Proposed) Yes Yes Yes Yes Yes Yes 

 

 

Database computation and complexity:  The scheme 
requires less hash function computations in database. It does 
not computes hash unnecessarily to match the ID rather it 
initially checks the secret and then verify the hash function. 

VI. SIMULATION RESULTS 

The following simulations were conducted  to verify few 
aspects of  the security. 

Scyther Simulation 

To test the idea in a simulated environment Scyther 
Simulation tool is used.   It is a GUI-based tool to verify 
security performance of the protocols [37]. For the experiment 
Scyther Simulation tool is installed in a Desktop computer in 
Windows 10 platform. It is suitable for challenge-response 
authentication system. The language used here is called 
Security Protocol Description language(SPDL). The basic 
requirements for this authentication protocol such as random 
number generation, encryption, hash functions, send response, 
verifications can be performed. For example a random  
number can be generated using fresh declaration. In our 
simulation  r1 and r2 and fresh type.  For one-way encryption 
process hash function can be used. Other necessary encryption 
function can be declared using special predefined type 
Function.  Some popular  events are 

send        to send response 

recv        to receive response 

 

claim     to specify role to  model intended security property.     

              Some predefined claims are 

             Alive                to check if it is alive 

             Secret               Secrecy of a parameter is checked 

             Niagree            Non-injective agreement 

             Nisynch            Non-injective synchronisation 

             Weakagree       Weak agreement 

            

match     to match pattern 
Other than this a macro can be used to simplify and or 

abbreviation of complex term. 

The result of the simulation is given in Fig.3.  From the 
result it is shown that all the status  are OK which means under 
the assumptions of the scheme and the protocol the SLAS is 
secure from the attacks and it resist all the active and passive 
threats. 

VII.  CONCLUSION 

In case of a RFID system the security and privacy issue is 
very a challenging issue due to small memory size and 
computation capability of the low-cost tag. A novel 
authentication scheme SLAS  has been proposed to protect 
privacy and security for RFID systems. Several security issues 
such as information leakage, eavesdrop, tampering, replay 
attack, modification and tracking are most concerns. Our 
proposed protocol works on these issue to protect the system 
using low cost and lightweight RFID.  The protocol uses 
lightweight hash function for computation of identifier and 
secret using two random numbers. So the transmitted signal is 
fully protected from information leakage and tracking.  It is 
secured from message interception and location privacy and 
ensures forward security by changing the secret number after 
each authentication process. The proposed scheme requires 
three one-way hash computations and one bitwise  XOR 
function which makes it highly efficient for a large range of 
security protection in RFID system. The storage requirement 
for the tag is reasonably less for the overall security protection 
from all threats. The performance analysis shows that the 
SLAS scheme is both secure and relatively efficient in 
comparison to the selected schemes.
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Fig. 2. SPDL for the Tag and the Reader 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

const XOR:Function; 

hashfunction h; 

 

protocol Myproposed(Tag, Reader) 

{ 

    //SPDL part for Tag role 

    role Tag 

      { 

           const  ID,X,X',AL,B,BR,B'R,XT, r1; 

           fresh r2:Nonce; 

            recv_!1(Reader, Tag, r1); 

            macro A=h(ID, r1,r2); 

            macro C=XOR(X,r2); 

            send_!2(Tag, Reader, AL,C,r2); 

            recv_!3(Reader, Tag, BR); 
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TABLE II.  PERFORMANCE COMPARISON AMONG VARIOUS AUTHENTICATION SCHEMES. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3. Scyther Simulation Result for proposed SLAS 

 .

          Criteria 

       

Scheme 

Number of messages 

(Total)  

Communication messages 

(Tag) 

Storage cost  

(Tag) 

URASP [8] 4L 1.5L 4L 

IOLAS [29] 4L 2L 5L 

LRSAS [30] 5L 2L 3L 

RAPP [31] 5L 2L 5L 

RAPLT [32] 4L 3L 5L 

SLAP [38] 4L 1.5L 7L 

LAMP [41] 4L 2L 6L 

M2AP [42] 4L 3L 6L 

EMAP [43] 4L 3L 6L 

LPCP [44] 5L 2L 5L 

David-Prasad [54] 5L 3L 5L 

R2AP [56] 5L 2L 5L 

URMAP [58] 4L 2L 5L 

ESRAS 5L 1.5L 5L 

SLAS(Proposed) 3L 2.5L 3L 
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